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You’ll be seeing me from time to time throughout this manual to
point out ACCESS advanced topics. Feel free to ignore these sections

as the default settings provide good performance for most users.
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About Comrex

Comrex has been building reliable, high quality broadcast equipment since 1961.
Our products are used daily in every part of the world by networks, stations
and program producers.

Every product we manufacture has been carefully designed to function flawlessly,
under the harshest conditions, over many years of use. Each unit we ship has
been individually and thoroughly tested. Most items are available off the shelf,
either directly from Comrex or from our stocking dealers.

Comrex stands behind its products. We promise that if you call us for technical
assistance, you will talk directly with someone who knows about the equipment
and will do everything possible to help you.

Our toll free number in North America is 800-237-1776. Product information
along with engineering notes and user reports are available on our website at
www.comrex.com. Our email address is info@comrex.com.

Warranty and Disclaimer

All equipment manufactured by Comrex Corporation is warranted by Comrex
against defects in material and workmanship for one year from the date of original
purchase, as verified by the return of the Warranty Registration Card. During the
warranty period, we will repair or, at our option, replace at no charge a prod-
uct that proves to be defective, provided you obtain return authorization from
Comrex and return the product, shipping prepaid, to Comrex Corporation, 19
Pine Road, Devens, MA 01434 USA. For return authorization, contact Comrex
at 978-784-1776 or fax 978-784-1717.

This Warranty does not apply if the product has been damaged by accident or
misuse or as the result of service or modification performed by anyone other
than Comrex Corporation.

With the exception of the warranties set forth above, Comrex Corporation makes
no other warranties, expressed or implied or statutory, including but not limited
to warranties of merchantability and fitness for a particular purpose, which are
hereby expressly disclaimed. In no event shall Comrex Corporation have any
liability for indirect, consequential or punitive damages resulting from the use
of this product.
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SecTion 1

INTRODUCTION

Congratulations on purchasing the Comrex ACCESS codec. This product is
the next step in the evolution of audio transportation over networks. For
Comrex, this began in 1976 with the introduction of the Frequency Extend-
er, followed by ISDN codecs in the early 1990s and POTS codecs in 1996.
So we’ve been doing this for a long time.

The ACCESS product is the result of years of our research into the state of
IP networks and audio coding algorithms. This has all been in the quest to
do what we do best, which is to leverage existing, available services to the
benefit of our core customers - radio remote broadcasters.

The heart of this product is called BRIC (Broadcast Reliable Internet
Codec). While others have introduced hardware coined “IP Codecs,” this is
the first product we’re aware of that dares to use the word Internet “with

a capital I.” Given the challenges the public Internet presents, it’s no small
boast to say that this product will perform over the majority of available
connections.

BRIC represents a change that is both desirable and inevitable for remotes.
It’s inevitable because, as available connections move from old fashioned
“circuit switched” style to newer “packet switched” style, technology like
ISDN and POTS codecs will begin to work less and less often. The desirabil-
ity stems from the new wireless networks that will make remote broadcast-
ing more mobile, simpler and less expensive. BRIC technology has been en-
gineered not only to be robust enough for the Internet, but usable in really
challenging Internet environments like 802.11x Wi-Fi, Wi-Max, 3G cellular
and satellite based Internet connections.

Those of us here who have been remote broadcasters have been wishing
for a system like this for a long time. As former broadcasters turned de-
signers, it’s our hope that this kind of enabling technology will tickle the
imagination of the user, enabling more creative and entertaining program-
ming to be broadcast from more diverse and interesting locations. Please
let us know about your unique ideas and adventures by dropping us a note
at techies@comrex.com.
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Asour BRIC

BRIC (Broadcast Reliable Internet Codec) is a breakthrough technology
with hardware that will deliver audio over the public Internet in much the
same way that ISDN and POTS codecs have performed in the past. BRIC
consists of three pieces:

* Rackmount ACCESS codec (which you are using)
* Portable ACCESS codec
* BRIC Traversal Server

We will describe each piece independently:

1) Rackmount ACCESS codec — This product is designed for installa-
tion in a radio station’s “remote rack” and is designed for “always on”
operation. Hence the lack of a power switch. Also, it is envisioned that
this product will be controlled entirely from a computer connected to
the local LAN. There are no user controls on the ACCESS Rack (other
than a recessed reset button) and the only indications are audio meters
and a Ready light to indicate an incoming data stream. After initial con-
figuration, all connection, status and diagnostics are available via the
internal web server and Console Connection Interface.

2) Portable ACCESS codec — This product is engineered to provide the
most convenience for the remote broadcaster on the road. It combines
small size, battery power, clip-on mixer and headphone drivers with an
audio codec capable of remarkable quality on the public Internet.

3) BRIC Traversal Server — This server exists on the public Internet

at a fixed address and performs several functions. Its use is optional
but makes connections between ACCESS codecs much simpler and
removes worries about dynamic IP’s, NATs, and other concerns that
can make peer-to-peer connection over the Internet difficult (especially
over tightly controlled networks like 3G or Wi-Fi). The BRIC TS pro-
vides the following functions:

a) Communicates with all ACCESS codecs that are provisioned
to work with it. It keeps a log of the IP address of every codec
that wishes to be subscribed.

b) Maintains a “keep alive” channel to each codec subscribed,
allowing Traversal of firewall and Network Address Translators
when receiving an incoming call.

¢) Provides each subscribed ACCESS codec with a “Buddy List”
of other users, their current status, and will facilitate connec-
tion to them if desired.



COMREX CORPORATION

More ABour ACCESS
Rack

WHar Comes WiTH
ACCESS Rack

ACCESS Rack incorporates all the features, algorithms and services of
BRIC as defined in the previous sections. Its main function is to provide a
robust, high quality, low-delay audio link in full-duplex over challenging
IP networks like the public Internet. To this end, it provides an intuitive
and attractive Web-based Interface via web-browser and a direct connect
Console Connection Interface. Using these interfaces, you can select op-
erating modes, check audio levels, make and end connections, and check
network statistics of any connections you make. While ACCESS is designed
to handle most network challenges in its default configuration, advanced
options are available to allow customization of parameters that have effect
on link stability and delay.

But wait! There’s more! ACCESS is also a POTS codec. It has a built-in
modem which can be set to make calls over analog phone lines directly to
other units. In this mode, ACCESS can communicate with other ACCESS
devices, or with a range of previous generation POTS codec devices made
by Comrex.

The following items are shipped with a new ACCESS Rack:
(1) ACCESS Stereo BRIC IP Codec (Rackmount)
(1) 6’ Ethernet cable
(1) 6’ Telephone cable
(1) AC Power cord
(1) Operating manual
(1) Warranty card (Please fill out and return)
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SECTION 2

Figure 1 - Rear Panel Diagram and Descriptions 12

Rack DIAGRAMS AND INSTALLATION
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This is an IEC connector for the main power. ACCESS works on worldwide
AC power at 110-240VAC 50-60Hz, auto detecting.

Apply balanced analog audio to be sent over the network here. Left chan-
nel is used for mono encoding modes. Level is set to 0dBu (0.775VRMS)

nominal. Full scale input is +20dBu.

Balanced analog audio is available at these ports. Level is set to 0dBu
(0.775VRMS). Full scale output is +20dBu.

Apply a stereo AES3 signal here. The AES3 input supports all standard
sampling rates. When an AES3 signal is present on this connector, the ana-
log input connectors are disabled.

A 48KHz AES3 stereo signal is available here. AES3 output is available si-
multaneously with analog. When the AES3 Input is active, the AES3 Output
will lock to the sampling rate and clock signal of the Input.

Four sets of contact closure inputs and outputs are available on this port.
These can be used to send signals to the far end of the link or to trigger

remote control gear like automation equipment.

Attach a PS/2 style keyboard here for accessing the Console Connection
Interface.

Attach a VGA or better monitor here for obtaining IP addresses and access-
ing the Console Connection Interface.

Available for use with an USB style keyboard and mouse. May also be used
with some 3G USB wireless modems.

Attach an analog telephone line here for POTS codec compatibility.
Attach a PS/2 compatible mouse here, if required.

Asynchronous ancillary data is available here.

10/100BaseT Ethernet port for connection to your network.

For future use.
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Figure 2 - Front Panel Diagram and Descriptions
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Peak meter that displays the level of audio being sent locally into the AC-
CESS, regardless of whether or not a connection is active. Proper level is
indicated by peaks driving the Yellow LEDs, while avoiding lighting the
Red LEDs (which indicates clipping).

Peak meter that displays the level of audio being sent remotely when a
connection is active. Proper level is indicated by peaks driving the Yellow
LEDs, while avoiding lighting the Red LEDs (which indicates clipping).
Adjustments to this level must be made on the far end of the link.

Recessed button to send ACCESS into hardware reset mode. Approximately
30 seconds are required to reboot when this is pressed.

Indicates several states of Ready:
Off = Network ready, not connected to remote
Red = Network unavailable
Green = Connected to remote
Yellow = Connected to remote but no network (i.e. network connectivity
lost during connection)
Slow Red Blink = Software update in progress
Fast Red Blink = Displaying unit IP address

ACCESS uses its left channel input only for Mono Modes. Right channel
is ignored. Output audio is available at both the left and right outputs in
Mono Mode.

ACCESS audio connections are balanced professional level inputs and
outputs.

Table 1 - XLR Pinout Table 2 - AES3 Pinout
Pin 1 Ground Pin 1 Ground
Pin 2 Audio + Pin 2 Data +
Pin 3 Audio — Pin 3 Data —
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Pivours - Contact Crosure - Contact closures are available via the male 9-pin D connector on the back

Pivours - SERIAL PORT

of the ACCESS Rack. Inputs are triggered by shorting the respective input
to Pin 5. Outputs consist of an open collector circuit which, when inac-
tive, will offer a high-impedance path to Pin 5 and, when active, will offer
a low impedance path to Pin 5. These outputs are capable of sinking up to
200mA at a voltage up to 12V. Do not switch AC mains power using these
contacts.

Table 3 - Contact Closure Pinouts

Pin 1 Input #1
Pin 2 Input #2
Pin 3 Input #3
Pin 4 Input #4
Pin 5 Ground
Pin 6 Output #1
Pin 7 Output #2
Pin 8 Output #3
Pin 9 Output #4

The Serial Port is capable of transferring ancillary data to the far end of
the connection. By default, the communication parameters are set for
9600bps, no handshaking, no parity, 8 data bits, one stop bit (9600,n,8,1).
It is pinned on a 9-pin D female in DCE-style pinning. The port is designed
to connect to a 9-pin PC serial port with a straight-through M-F cable.
RS-232 levels are used.

Table 4 - Serial Port Pinouts

Pin # Function Direction

1 CD Unused

2 RX Data From ACCESS
3 TX Data To ACCESS

4 DTR To ACCESS

5 Ground

6 DSR From ACCESS
7 RTS To ACCESS

8 CTS From ACCESS
9 RI Unused

11
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SeEcTION 3

Hookine Up

ABoUT NETWORK
CONNECTIONS

SErTING UP ACCESS
NETwWORK CONNECTIONS

12

SetTing UP ACCESS

At a minimum, ACCESS will need an audio connection and a network
connection. Levels of all analog audio I/O is 0dBu (0.775V) nominal. This
level will provide 20dB headroom before the clipping point. Input audio is
reflected on the front panel LED based peak meters. Clipping is indicated
by the Red LED on these meters.

ACCESS needs a network connection to be useful. On ACCESS Rack, the
network connection is made via a standard 10/100baseT Ethernet connec-
tion on an RJ-45 connector.

In most ways, ACCESS will look like an ordinary computer to this network.
In fact, ACCESS contains an embedded computer with a Linux-based oper-
ating system and a full network protocol stack.

ACCESS is perfectly capable of working over most LANs, but there may be
situations where a LAN is heavily firewalled, subject to overloaded traffic
conditions, or have security concerns. Better performance is possible if
ACCESS has its own Internet connection. Often, it’s worth the trouble to
install a DSL line especially for ACCESS, especially if the cost is reasonable.

Since there may be bandwidth, firewall, and security concerns with install-
ing ACCESS on a managed LAN, it is recommended that your IT manager
be consulted in these environments. The details that follow assume a work-
ing knowledge of IT topics and network configuration.

We recommend putting ACCESS on a LAN and scoping out its functions
before use. To do this, ACCESS must be given an IP address. This is the In-
ternet location where you can connect to ACCESS through a web browser.
It will also be the address used when another ACCESS is connecting to it.

Every device on an IP network must have a unique IP address. This is a
number between 0 and 4,294,967,295, which is the range of values that
can be represented by 32 binary bits. For simplicity, we break this 32-bit
value into four eight-bit values and represent each as a decimal number
(between 0-255) separated by dots. For example, the Comrex test IP num-
ber is 70.22.155.131.

A device with a public Internet connection can either have a public IP ad-
dress (which is directly accessible by the Internet) or a private IP address,
which is directly accessible only by the LAN on which it is connected.
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Figure 3 shows connection of an ACCESS directly to the Internet using a
public IP address. Figure 4 shows connection to a subnet (or LAN) using
a private IP address, with a gateway router separating the LAN from the

public Internet.

ACCESS Rack with public IP address of 70.22.155.131

Outgoing request made i I

public IP address

_ Response direct to

Cable/DSL Modem

Figure 3 - Direct connection to Internet

NAT router connects to the Internet via a

USERs connect to the Internet via

single public IP address (ex: 208.37.242.6) the NAT router’s assigned private

and routes this to multiple private IP
addresses, which it assigns to users.

Server connects to the
Internet via web address
(ex:70.22.155.133)

SERVER X

IP addresses.

(ex:192.168.0.37)

User A (ACCESS Rack)

NAT Router

(ex: 192.168.0.38)

User B (laptop)

(ex: 192.168.0.39)

User C (laptop)

USERs communicate with SERVER X

via the NAT router, which translates
information between public and private
IP addresses.

Figure 4 - Connection to Internet via subnet (or LAN)

13
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Dynamic vs. S1atic
ADDRESSING

14

To have the ability to make connections universally, in advance of the
delivery of BRIC Traversal Server (BRIC-TS), one of the ACCESS in the link
should be connected to a public IP address. This can be achieved several
ways:
1) ACCESS can be the only device connected directly to its Inter-
net link or it can share an Internet link that provides more than
one IP address.
2) ACCESS can be connected behind a NAT router, which can be
programmed to provide public Internet access to it through port
forwarding.

But for now we’ll assume you have a way to set up at least one end of your
ACCESS link with a public IP. In a radio remote environment, this should
probably be the studio end, since you will often have much less control on
the remote side.

ACCESS can be set to its own, fixed IP address (referred to as Static in
Internet-speak) or can obtain its address from the network (known as
Dynamic or DHCP). This concept is entirely independent from the Public
vs. Private concept. Public and private addresses can each be dynamic or
static.

Dynamic (DHCP) — ACCESS is set by default to DHCP addressing, mean-
ing that it looks to your network for assignment of an IP address. If your
network has a DHCP server and this is the way you intend to use it, you
don’t need to alter any settings in the config program. You will, however,
need to know what address is being assigned to ACCESS by the network.
This is easily done by attaching a computer monitor to the VGA port on
ACCESS before applying power. After ACCESS boots, it will display the
current IP address on the monitor. Note: DHCP addresses can change over
time, so you may need to recheck the address if you are having trouble
connecting.

Finally, there’s one other way to determine the IP address of ACCESS. If
you’re unable to put a computer monitor on the system, you can infer the
IP address by what’s displayed on the front panel LEDs for a few seconds
during the boot process.

DHCP servers typically assign IP address in a standard format. This is

because they must choose addresses that are not in use by the Internet at

large. They will likely choose an address at one of 3 distinct ranges:
192.168.x.x 172.16.x.x 10.x.x.x
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Also, on 192.168 style and 172.16 style subnets, the third entry will typi-
cally be a single digit (often 0 or 1). You can usually find out the DHCP
assignment style by querying a Windows computer on the same LAN using
Run->Cmd->ipconfig. If you know your DHCP server assigns addresses us-
ing one of the first two formats (or you know the DHCP assignment range
on a 10.x.x.x network) you can usually derive the true IP address by the
front panel LEDs. They will display a “coded” version of the IP address as-
signed for a few seconds during boot just before the ACCESS enters opera-
tional mode. During this time, the Ready light on the front panel flashes
quickly, and the Level LEDs display the last 4 digits of the IP address. This
is best shown by example:

Assume you are using a Linksys router on your network that has a built-
in DHCP server. You may be aware that by default this router assigns IP
addresses using the range 192.168.1.2-255. Let’s assume that when con-
nected, the ACCESS is assigned an IP address of 192.168.1.7. The LEDs will
display the last four decimals of this address (including zeros) so during
boot you will see the following code:

L Send will display 1 LED

R Send will display O LEDs

L Receive will display O LEDs

R Receive will display 7 LEDs

You can now assume that your ACCESS has the address of 192.168.1.007

Static IP — Setting a Static IP requires that you enter some details into the
ACCESS. You will need to enter the following information via the Console
Connection Interface:

* IP address of the ACCESS — make sure this has been provided
by your ISP or that nobody else on your LAN is using this address.

* Subnet Mask — A series of numbers that indicate the range of
your LAN addresses. If in doubt, try 255.255.255.0.

* Gateway Address — The address of the Internet gateway on your
account. If in doubt, try the first three number of your IP address
with the last digit of 1 (e.g. xxx.xxx.xxx.1).

More details on how to input this information are contained in the next
section.

15
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SecTION 4 GAINING Access To ACCESS via THE CoNsoLE CONNECTION INTERFACE

The use of the Console Connection Interface is required when configuring
the IP parameters. It also provides access to many of the features found

in the Web-based Interface. We’ll cover the Console Connection Interface
here, and the Web-based Interface in later sections.

Using the Console Connection Interface requires that you attach a PS/2 or
USB style keyboard and video monitor to the appropriate jacks on the rear
panel of ACCESS Rack. You may also attach an USB or PS/2 style mouse

to make navigation easier. When using the PS/2 style keyboard or mouse
remove and re-apply power after connection.

Top anp Borrom As shown in Figure 5, all menus on the Console Connection Interface
NAVIGATION BARS contain the top and bottom navigation bars, which contain shortcuts to
various setup and status displays. The top bar contains four tabs:

*Network - Enable and disable the Ethernet Port or POTS Modem.
Configure IP parameters.

*Remotes — Create and configure the addresses and profiles of the
various outgoing connections. Essentially, this creates an editable
“phone book” of places you connect to.

*Stats — View network performance data of active connections
* Configure — Create profiles for outgoing connections, manage
how incoming connections are treated, and change configurations

of additional features like audio switching, contact closures and
incoming password security.
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The bottom bar contains the following shortcuts:

*Pickboard — Allows use of the pop-up keyboard for text entry and
eliminates the use of a PS/2 or USB style keyboard.

*Chat - Jumps immediately to the chat screen/pickboard, allowing
text messaging to other ACCESS users.

*F1/Arrow/Enter — As shown in the legend on the bottom of the
page, the F1 key on the keyboard provides access to the pull-down
menus and the Arrow and Enter keys are used to navigate.

TOp _> Netwé;’% Femotes  Stats  Configure

[Choose Network

[\R Ethernet Fort

=

i POTS Mocem

Installed and enabled.

Configure

BOttON =P | 5 T FI = Menu, ArrowsiEnter = Navigation .
Figure 5 - Top and Bottom Navigation Bars

Ea

l Dizable
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NETWORK TAB

NETWORK TAB - ETHERNET
PoRrT SET-UP

18

The Network Tab is shown in Figure 5. The Ethernet port and POTS mo-
dem may be individually enabled and configured via this interface.

The main tab of interest in configuring the Ethernet port is shown in Fig-
ure 6, the TCP/IP Tab. Use the drop down menu to select one of the four
configuration options for Ethernet - Static, DHCP, PPPoE, Gateway.

For DHCP (Dynamic) connections, simply select DHCP and the unit will
automatically obtain the network settings.

If your connection requires a static, or fixed IP address, you can enter that
along with your subnet mask and gateway information in the appropri-
ate fields. DNS server is not required at this time, but may be used in the
future so there’s no harm in entering it if you know it.

The Gateway option is an advanced topic and is described in the Gareway
Orerarion section. It should not be enabled for most applications.

After the Ethernet parameters are set, you may enable the Ethernet port.
For DHCP connections, this will prompt ACCESS to acquire an IP address
from the DHCP server. Enabling and disabling the Ethernet port is equiva-
lent to “releasing” and “renewing” IP addresses. The acquired IP address
will appear on the bottom bar of this display.

Metwork  Remotes  Statz Configure

Configure Network Device
/[ General \/ TCRIIF

[ DHCF -
Static Address

M PPFoE
W Gateway

| Cancel | | Save |

Figure 6 - TCP/IP Tab for Ethernet Port Configuration
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NEerwork Tas - POTS The modem in the ACCESS can be configured for either Non-PPP Mode or
MobEm SET-UP PPP Mode, as shown in Figure 7. Most users may leave the default settings.

Metwork  FRemotes  Stats Configure

Configure Network Device
(" Gereral \/ Modem |

| ]
[ ]
[ )

[ )

[ ] FFF enakled
+Leante disabled for WatizUector compatibilite

| Canicel || Save |

Figure 7 - POTS Modem Configuration Tabs

Non-PPP (POTS Codec) Mode is the default setting. This is used to place

a call to another codec directly over the telephone line with no Internet
Service Provider involved. This is the only mode available to connect to
other Comrex POTS codecs. Because of the narrow bandwidth of dial-up
Internet connections, use of POTS Codec Mode is strongly preferred over
modem PPP Mode. No options are available for Non-PPP Mode. The extra
modem init string for this mode is done in the System Settings Tab (the
Advanced box must be selected in order for this option to appear).

PPP Mode allows the use of a dial-up Internet Service Provider. Configure
your ACCESS with your ISP information. The ACCESS will function like an
IP codec over the link, connecting to other ACCESS IP addresses.

PPP Mode should only be used when connecting to an Internet Service
Provider via the modem. In this mode, you will need to enter the phone
number, user name and password settings provided by your ISP

Once your ISP parameters are configured, you may enable the modem and

the call to your ISP will be dialed automatically. This call will be maintained
until the modem is disabled in the Network Tab.
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REMOTES TAB
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Connections in this mode are placed in the same way that normal IP con-
nections are placed. A remote connection must be built using one of the
non-POTS based profiles and the address must be an IP address.

PPP Mode depends on the modem connect rate and many codec profiles
will not fit within the PPP channel. We recommend use of the ULB Mode
for most reliable connections over modem PPP.

The Remotes Tab (shown in Figure 8) is the first screen to appear when
the system is turned on. It allows you to define and edit your outgoing
connections, as well as indicate the presence of incoming connections.

R\Jetwnrk Remotes  Stats  Configure

imrex Lab kdusic
b Address 7022.155.132
i Profile HG1 Default
i Last State

--

[_4':1

Figure 8 - Console Connection Interface Remotes Tab
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':\Z!\Ietwork Femotes  Stats  Configure

By default, three remotes are already present on the Remotes Tab, and
can be used immediately for testing. You may add to this list by pulling
down the Remotes menu and selecting Add New Remote. This display is
shown in Figure 9. You will need to input a name for this remote (which
can be anything), as well as the destination IP address (or phone number
for a POTS call). Finally, you must choose one of the pre-defined profiles
to dictate how each direction of the connection behaves. Several factory
defined profiles exist for commonly used configurations, and you can cre-
ate your own (described in the Console Connection Interface CoNFIGURE TAB
section).

Optionally, you may add a password to this outgoing remote for connec-
tion authentication. In this case, the incoming ACCESS must also be pro-
grammed with the matching incoming password.

Add HNew Remote

— General

bl l Stuclio

IFfFhone # l

Password l

— Settings Profi

IR l HE2 Default

— Backup Behavior

Eackup Remnote

(Mo backup)

[

[ Automatically fall forward

K

|

a

Figure 9 - Add New Remote Screen
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Finally, you may specify how the unit is to behave when connection is lost
to this remote (see Backing Up A Connection in the Web-based Interface sec-
tion).

Once a connection is added, it will appear in the main remotes list. Return
to the list by selecting Remotes and then Manage Connections. If you
expand your chosen remote with the + option, the system will display the
destination IP address and the profile for that remote. Remotes will remain
in this list until they are deleted or the configuration of the entire system is
reset.

Existing remotes may be edited by highlighting one and selecting Remotes
and then Change Remote Settings.

Incoming connections are displayed by their IP address, or, if also config-
ured as outgoing connections, by their names. Incoming POTS connec-
tions are displayed as “incoming”.

To make a connection, be sure your network is configured and enabled in
the Network Tab. Then, from the Remotes Tab, simply select an outgoing
connection and choose Connect. Choose Disconnect to end a connec-
tion. If more than one connection is active, select Disconnect All to end
all connections (see SEcTion 10 MULTI-STREAMING).
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S7ars TaB ACCESS provides lots of information on the Stats Tab about network per-
formance. This information is divided into Channel Stats, which provides
information about all incoming and outgoing data, and Peer Stats, which
gives detailed information regarding the decoder buffer manager’s func-
tions. Both sets of information are available on a text-tree basis, as well as
graphical real time charts showing historical performance.

As shown in Figure 10A, the Channel Stats provide real-time graphs of
outgoing and incoming packets. Each column represents one second of
outgoing data, segmented into audio coding data (blue) and overhead like
IP/UDP headers, RTP headers etc (light blue).

The Numeric Channel Stats tab (Figure 10B) gives an indication of the
same values instantaneously, as well as the total amounts of incoming and
outgoing data in bytes for the current connection. This information can

be helpful when operating on data networks with per-megabyte transfer
charges. If you do not have an unlimited data plan you may want to keep
track of overall data usage and optimize your connection profile for the
most efficient transfer settings. For additional information on choosing en-
coding algorithms and other ACCESS settings see Secrion 14 Apvancep Torics.
These totals reset once the connection is closed.

Metwork Femotes Stats CDnﬂgurE Metyark Femotes Stats EDnﬂgurE
Mumeric | Graph l Channel Statistics Murnetic l Graph ] Channel Statistics
54 Okb | Total Feceive Rate 45 4 kbps
Total Transmit Rate 461 kbps
Total Receive 461.0 MEB
Total Transmit 462.0 ME
F&
0.0kk
S5 .2k
T
0.0kk
ERIC normial v | || Awerage BRIC naormal - | [ ] Average
Figure 10A - Channel Stats in Graph Format Figure 10B - Channel Stats in Numeric Format
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The Peer Stats display is shown in Figure 11A. The top graph represents
the work of the Jitter Buffer Manager. The area of most interest is the
light blue area as shown in the diagram, which illustrates a spread of jitter
values (referenced to the current playout pointer) over the last second.

If this area covers a large span, the relative jitter is high. If the light blue
section of the graph is small or invisible over a time period, there has been
very little jitter present.

Based on the historical value of this jitter figure, the buffer manager will
expand or contract the receive buffer (lengthening and shortening overall
delay). The time interval over which this measurement is assessed is called
the “jitter window” and is adjustable in the Advanced Profile editor.

The work of the Jitter Buffer Manager is shown by the green line, which
is the target buffer delay that the system is trying to achieve, based on mea-
surements done over the jitter window.

The lower half of the Peer Stats display shows a real time and historical
representation of frame loss. If the decoder does not receive packets in
time, the chart will show a red line indicating percentage of lost packets
over the one second interval.

The Numeric Peer Tab (Figure 11B) gives an indication of the same values
instantaneously, as well as call duration and other parameters.

Femotes  Stats  Configure Metwark  Femotes  Stats  Configure
Murmeric Gragh l Peer Stalistics Murneric | Graph | Peer Statistics
74O | Packet itter 70ms -
I'K Buffer Delay 170ms E
Desired Delay 17.0ms
Dl Delay Max Deviation 150ms
Sk Packet Outlier Fate 18%
Frarne Loss Rate 0.0%
Frame Late Fate 0.0%
—36 Om: Insert Rate 0.0%
1007% Correction Rate fuph 0.0%
Carrection Rate {down)  0.0%
Fernote Loss Rate 0.0%
; Call Duration 0:01:24
iz RTT 56.0 ms L
Receive Rate 29 6 kbps i
Feceive Overbiead 16 4 kbps -
0% Trarsmit Rate 29.5 kbps [or]
Cornrex Lakb Music vl [ ] Awerage Comresx Lab Waice w | [ ] Average
Figure 11A - Peer Stats in Graph Format Figure 11B - Peer Stats in Numeric Format
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Aupio Lever Tas The Audio Level Tab displays current input and output audio levels in a
digital format. The scale may be set for either dBu or dbFS, as shown in
Figure 12.

\ﬁtwork Femotes  Stats  Configure

Audio Level Metering

L

[
LR T T T R T T R |
~60 -54 —45 42 -36-30-24 -15-12 -6 0
P T T R S |
L
[

G2
=

Figure 12 - Audio Metering

CONFIGURE TAB The Configure Tab allows you to set up any global options on ACCESS, as
well as create custom profiles to determine the performance of outgoing
connections. Since these options are many, they are treated individually in
the next section.

25



COMREX CORPORATION

SEcCTION 5 CoNFIGURING ACCESS via THE CoNsoLE CONNECTION INTERFACE

The Configure Tab offers choices on two layers as shown in Figure 13; The
first two commonly used functions, followed by additional, less often used
functions.

Metwork Hemo\% Stats | Configure

Available Profiles Manage Frofies
Systemn Settings o Factory Profile
(1 HG@z Default Additional Configuration  »
[ HGZ Stereo Default Ahout ACCESS Fack
(1 ULBE Default M
[ 3G
Fa) Py
[ POTS
= |

Figure 13 - Configure Tab Pull Down Menu

MANAGE PROFILES Because ACCESS has many options to optimize individual connections, it
includes the concept of Profiles, which allow you to define the behavior
of a connection in both directions. Profiles are separate from the concept
of Remotes, which define the address to which to connect. A pre-defined
Profile can be assigned to multiple Remotes (and multiple remotes may
be defined to the same address which can have different profiles).
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ACCESS comes with a series of profiles that are optimized for the major-
ity of IP and POTS connections. Many users may never have the need to
define their own profiles. But many advanced options are available to help
with troublesome remotes, or remotes with special requirements. In this
way, you can build a profile having these advanced options and assign
them to one or all remotes you’ve defined. When using ACCESS, the point
where the connection originates controls all available connection param-
eters in both directions. Keep in mind that these profiles are useful only
for connections initiated from the local ACCESS. Incoming connections are
defined by the ACCESS at the other end.

Metwork  Remotes  Stats  Configure

Available Profles
It

: . e
[ HOZ Default

{1 HE2 Stereo Default

[ 3G

] POTS

Factory Profile

Figure 14 - Available Factory Profiles
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Several factory profiles are available (as shown in Figure 14), and these
may not be edited by the user. Here’s a short description of each:

POTS - Profile used for connections over the modem directly to
other ACCESS or other Comrex POTS codecs (not through the
internet).

BGAN - Profile optimized for use over INMARSAT BGAN terminals.
This profile keeps the entire data stream beneath the limit for 32K
streaming service, which is the most economical mode for use on
BGAN. This mode provides a robust, medium delay mono stream in
the forward direction, and a low delay mono stream in the reverse
direction.

3G - This mode is optimized for use over 3G wireless networks like
UMTS, EVDO, and HSDPA. Because 3G networks are usually asym-
metrical (they have higher download speeds), this profile delivers

a robust, medium delay mono stream in the upload direction, and
two, independent low delay mono streams in the reverse direction.
These two streams can be useful as separate program and cueing
channels, as an example.

ULB Default — This profile is best for challenging IP connections. It
uses a very small bandwidth stream (14 kb/s) and delivers two-way
7KHz mono voice audio. Not useful for music. For more details, see
the algorithms section.

HQ1 Default — This is the default choice of profiles for new re-
motes. It provides a low delay, full duplex, 15KHz mono audio
channel over a small (28kb/s) data stream.

HQ?2 Default — Although this profile adds substantial additional
delay (350mS each way), it is extremely robust and performs well
over connections that are prone to packet loss. It provides 15KHz
two-way mono audio over small (24kb/s) data streams.

HQ2 Stereo Default — This profile offers a stereo stream using
only around 30kb/s. It has the same delay and robustness aspects as
HQ2 default above. The stereo stream created needs to have corre-
lation between left and right channels (i.e. you can not send inde-
pendent programming down each channel).
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BuipING PROFILES

Custom profiles are easy to create on ACCESS. You may create one from
scratch by selecting Add New on the profile display, or copy an existing
profile using the Copy button.

Profile creation is segmented into commonly used and advanced options.
In order to simplify the interface, Advanced Options are normally hidden
from the user. Please refer to the Web-based Interface Apvancep PROFILE Op-
11ons section for complete details.

Remember, building a profile doesn’t change how any remotes are con-
nected until that profile is assigned to a remote on the Remotes Tab. Once
a profile is defined, it will be available on the Remotes Tab to be assigned
to any defined connection.

You may also select a profile to be the Default Profile when creating new
remotes. Simply highlight the desired profile and press Set Default. This
profile will be used on all new remotes unless a different one is selected
from the Profile drop-down menu in the Add New Remote screen.

To build a new profile, select Add New (#1 in Figure 15) and a new profile
appears on the list labeled New Profile. Select it and press Edit, and you’ll
see a list of options segmented into three categories - Global Settings, Lo-
cal Settings and Remote Settings. To edit an option, choose it and select

Edit.

Metwork  Remotes  Stats  Configure

Available Profles

Mew Frofile
() *HQ1 Default
(1 HE2 Defanlt
(] HQ2 Stereo Default
(] ULBE Default
(] 3G
(] BGAM
(-] POTS

Set Default

Figure 15 - Building a New Profile
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PROFILE SETTINGS
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Profile Name — Here you can rename the profile to something that will
help you remember it.

Channel - Here you can select whether this is an IP connection (BRIC
normal) or a modem based connection (which uses the telephone line
rather than an IP network). The three other available options — Multicast,
Standard RTP and TCP, are discussed in later sections. Note: It’s important
to define the channel of a profile before moving on to other options, since
the choices in the subsequent sections will vary, depending on this selec-
tion. Make sure to press Save in order to confirm your selection.

Visible — Here you can select whether this profile will be available as an
option when setting up or editing Remote Settings. If you select No, the
profile will not be visible in the Profile select pull-down in Remote Set-
tings. This feature is useful to remove factory and user profiles that will
not ever be used. Note: You will notice that there is no Edit button when a
factory profile is selected in Manage Profiles. To change the Visible option
for these profiles, select the desired factory profile and press View. You can
then bighlight the Visible option and then press Edit. Visible is the only set-
ting you can change for factory profiles.

Metwork  Femotes  Stats  Configure

Profile Settings - Mew Profile
£ Global Settings

- Profile MNare Mew Profile
- Channel BRIC normal
- Wisible Ves

=+ Local Settings

- Connection Ti... &0

- Encoder Al: BRIC-HA1 Mono
- Transmit OnfOff  On

=+ Femate Settings

- Connection Ti... &0

- Encoder Follow local encoder
- Transmit OndOff  On

[ ] Advanced [ Dot l[ Edfit l

Figure 16 - Profile Settings for a New Profile

The Local, Remote and Advanced Options on the Console Connection
Interface are similar to using the Web-based Interface. Please refer to
BuiipinG a Prorie and Apvancep Prorice Oprions in the web-based sections for
complete details.
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SYSTEM SETTINGS

The System Settings Tab defines parameters that are not specific to a
particular remote connection. Examples are how incoming (POTS and IP)
calls are handled, global modem settings, and how the contact closures are
assigned. The System Settings Tab is shown in Figure 17.

Metwork  Remotes  Stats  Configure

System Settings

[=H Modem Settings
- Modern Made FOTS codec
- Max Modem Rate 24000
- Min Mocern Rate 9600
- Arcept incoming co... Yes
= Standard RTF Settings
- Arcept incoming co... Yes
- RTP Compatikility ... Loci Live
- Return Channel En...  DE: AAC Mono .
- Return Channel Tim... &0
=+ BRIC normal Settings
L Apcept incoming co.. Yes

S

Figure 17 - System Settings Tab

The Systems Settings screen has three categories: Modem Settings,
Standard RTP Settings and BRIC Normal Settings. As with the Profile
Manager, basic options are shown by default. Less used options are hidden
until the Advanced box is clicked. These advanced options are similar in
the Web-based Interface, please refer to the Abvancep System SETTINGS section
on pages 55-50.

* Modem Settings — #1 in Figure 18 determines which of the two POTS
modes is to be used for incoming calls. One limitation of ACCESS’ POTS
Codec Modes is that both ends must be set correctly for POTS codec calls to
work. The default setting is POTS codec, which causes ACCESS to answer
incoming POTS calls that are compatible with ACCESS, Matrix, BlueBox and
Vector codecs (but not Hotline). The other option is Stereo POTS. Stereo
POTS Mode provides a stereo audio signal over a single dial-up phone con-
nection. It utilizes a POTS-optimized version of the HQZ2 algorithm. This
mode utilizes intensity stereo coding, so channels may not be used to send
uncorrelated audio material i.e they must be left and right channels of a
stereo feed. See Secrion 8 POTS Copic Connections for more information.
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Again, ACCESS does not have the ability to adapt between the two types
of POTS calls it supports. The proper mode must be selected before an
incoming call of that type is received.

Metwork  Remotes  Stats  Configure Metwork  Remotes  Stats  Configure
Edit Setting - Modem Mode Edit Setting - Max Modem Rate
This seting determines in which mode the modem initiates tiaximum allowed modem connect rate.

incoming calls. POTS codec mode (default is compatible with
previous generafion Comres POTS codec products, while Stere
POTS is anly compatible with other ACCESS.

Current Walue FOTS codec Current Value 24000
Default Value FPOTS codec Defanlt Yalue 24000
FOTS codec - 21600 *

Stereo POTS

[ Cancel ][ Default l[ S l [ Cancel l[ Drefault l[ Sawve

Figure 18 - Modem Mode Options Figure 19 - Modem Connect Rates

Figure 19 shows options for setting the minimum and maximum connect
rate for the modem. The setting will affect the connect rate on both ends
of the call e.g if unit A has a max rate of 28800 and unit B has a max rate of
24000, the rate will be constrained by the lowest setting of 24000 on both
ends.

The last Modem Settings option determines whether incoming calls are

accepted. If this is not selected, ACCESS can not receive incoming POTS
calls.
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e Standard RTP Settings — This setting offers several modes that allow
compatibility with other IP coding devices. For complete details please
review the IP Comparsiry appendix of this manual.

* BRIC Normal Settings — #1 in Figure 20 determines if this ACCESS is
to used for incoming normal IP connections. If this function is not enabled
ACCESS will only support outgoing calls using BRIC Normal Mode.

Metwork  Rermotes  Stats  Configure

Edit Setting - Accept incoming connections
Listen for and aytomatically answer incoming calls.

Current Value “es
Default Value “es

1 —— % es

| Cancel || Cetault || Save

Figure 20 - Incoming Connection Option
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AppitioNaL CONFIGURATION — Several less used options are available under Additional Configuration.
These options define things like remote access and passwords.

SECURITY - PASSWORD TAB The Security Settings option is divided into three tabs - Passwords, Ports
and Options. The first section in the Passwords Tab (#1 in Figure 21A)
allows you to define a password that must be attached to all incoming con-
nections before they are accepted. Units placing outgoing connections to
you must know this password and apply it to their outgoing stream. Leav-
ing the field blank will disable this function.

The second section in the Passwords Tab (#2 in Figure 21A) allows you

to define a password for the web page login screen and firmware updater.
The default password is comrex (lower case).

Metwork  Remotes  Stats  Configure

Security Sektings

1__ﬁsswu:urds | Ports | Options |

— lheoring Audio Connections

Fassward [ ]

2 >
—Web & Firmware Lpdate

Fazsward ]
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Figure 21A - Security Settings - Passwords Tab
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SEcuURrITY - PORTS

The second tab under Security Settings defines which ports are used for
remote control and upgrading firmware on the ACCESS.

Web Server Port - In order to deliver the remote control web page, AC-
CESS must “listen” on a certain Internet port number for a request from a
web browser. By default, web page servers listen on port 80 for incoming
requests. In some environments, you may wish to remote control the AC-
CESS through your router, and port 80 may already be utilized by another
device. This tab gives you the ability to change the port where the system
listens for and delivers web pages from.

As shown in Fig 21B, change the value of the Web Server Port field to
alter this setting. Note that you will now need to enter this new port num-
ber into your browser in order to see the unit. As an example, if the Web
Server Port is changed from 80 to 8000, the address of the unit must be
entered in a browser in the following manner: http://192.168.1.142:8000

Metwork  Remotes  Stats Configure

Security Settings

Fasswards Forts Options

Port | 8080 i|
-

—Web Server

Yy
Part | a0 T|

— G

Save

Figure 21B - Security Settings - Ports Tab
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SEcURrITY - OPTIONS
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The second tab under Security Settings defines which ports are used for
remote control and upgrading firmware on the ACCESS.

Web Server Port - In order to deliver the remote control web page, AC-
CESS must “listen” on a certain Internet port number for a request from a
web browser. By default, web page servers listen on port 80 for incoming
requests. In some environments, you may wish to remote control the AC-
CESS through your router, and port 80 may already be utilized by another
device. This tab gives you the ability to change the port where the system
listens for and delivers web pages from.

As shown in Fig 24B, change the value of the Web Server Port field to
alter this setting. Note that you will now need to enter this new port num-
ber into your browser in order to see the unit. As an example, if the Web
Server Port is changed from 80 to 8000, the address of the unit must be
entered in a browser in the following manner: http://192.168.1.142:8000

In the Options Tab (Figure 21C) you have to ability to determine whether
the Ethernet Remote Control option is enabled. If this function is dis-
abled, the unit will not serve any web page from its IP address, and the
firmware updater will not function. If this option is enabled, you should
define a password that will be used to enable both functions.

Metwork  Femotes  Statz Configure

Security Settings

Passwords Forts | Options

[%] Enable Femate Control

|E| Enakle Diagnostic Remote Access (SSH)

[ | Disable Safe Shutdown

Sane

Figure 21C - Security Settings - Options Tab
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Enable Diagnostic Remote Access (SSH) provides the ability for Comrex
support to connect to this unit using the SSH protocol in order to trou-
bleshoot. We recommend leaving this option enabled, since SSH access
requires a key value that is not disclosed by Comrex, generic SSH requests
are rejected.

The last selection in the Options Tab allows you to disable the Safe Shut-
down feature. The ACCESS will spend approximately five seconds in
powering down its systems safely. We recommend allowing this process to
complete before disconnecting all power sources.

Contact CLOSURE Figure 22 shows the system Contact Closure/Auto-connect options. All of
these features are explained in detail under the Web-based Interface System
Serrives Tas section of the manual.

Metwork  Remotes \/\astats Configure

[Contact Closure Settings
— &ways Connect To
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Figure 22 - Contact Closure/Auto-connect Settings
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AUXILIARY SERIAL PORT

RESET CONFIGURATION

REstrICTED USER MODE
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This display, shown in Figure 23, allows you to set the parameters of the
auxiliary serial data port provided on the ACCESS. This port is always ac-
tive during an IP connection and allows serial data transfer along the same
path used for the audio data. It does not remove any audio data; the serial
data is added to the packets and bandwidth is increased to support the
additional data. For this reason heavy use of serial data can affect overall
codec performance. Settings are available for baud rate, parity, data bits,
stop bits, and flow control. Most users will leave the defaults of 9600,n,8,1
with no flow control.

Netwé}% Remotes  Stats  Configure

Auxiliary Serial Settings
~— Port Parameter
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Figure 23 - Auxiliary Serial Port Settings

This option will restore your ACCESS software to factory default settings.
WARNING: All settings, profiles, remotes and other changes will be lost in
this procedure. This function is not reversible and should be used only as a
last resort to restore factory settings.

ACCESS has many administrative features that are often unnecessary for
the casual user. Restricted User Mode allows you to “hide” options that
would confuse non-technical users, allowing them only to connect and dis-
connect calls, enable and disable available networks, and change the audio
settings.

Restricted User Mode is enabled and disabled using the Additional Con-
figuration pull-down menu. It is not password protected, and can easily
be disabled by any user.
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SECTION 6

ACCESS WEB-BASED
INTERFACE

GaINING Access To ACCESS via THE WEB-BASED INTERFACE

Once your IP settings are configured and ACCESS has cleanly booted on
your LAN,; it’s time to take a look at the ACCESS Web-based Interface. This
is done by pointing a web browser on your LAN to the ACCESS IP address.
To do this, simply type the address into the URL bar of your browser. You
will need Internet Explorer 6 or higher or Mozilla Firefox 1.0 or higher
with Macromedia Flash plug-in 7 or higher. Opera 8.5 works well also. If
you experience trouble connecting to ACCESS, be sure you have the latest
Flash Plug-in installed by right-clicking your mouse in the main browser
window and selecting “about Macromedia Flash.” This will take you to the
Macromedia website where you can download the latest free plug-in.

Once you are connected to ACCESS, a login screen will appear (see Figure
24). Key in any user name along with the default password (comrex, case
sensitive) to get to the Main User Interface display. This display is opti-
mized for full-screen mode (F11 on most browsers) on a 1024x768 display.

2} bric_web_gui - Microsoft Internet Explorer

Eie Ede Vew Fgvortes Jook Hep ar
Qoo - O - ¥ [B & Dsearch Frrovorres @ 2> 1% W - [LJEH B

Adldress (@) hiep://71.243.126, 14/ w |E1Ge  Links = a

& Done !]m:mu‘.

Figure 24 - Web-based Interface Login Screen
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There are three main parts to the ACCESS Web-based Interface screen:

1) Main Audio Meter — The level meters are defaulted to off to
conserve bandwidth and client CPU, but when these are enabled
this top bar emulates the front panel of ACCESS.

2) Tabs — Use these tabs to control and obtain status of ACCESS.
They are described in detail in the next four sections.

3) Chat Window — Allows for a chat utility between any users that
are logged into that particular ACCESS web interface. In addition,
when ACCESS is connected to a remote user, chat text will appear
from any users logged into the remote web interface.

1

{ALCCESS) FW 2.0-1c3/6GU1 20-RC3

2 o Connections Statistics Audio Metering
e oo o o e e mm mm o mm o mm mm e Em mm e mm s Em o=

REMOTE ACCESS UNITS

Name Address Current State Receive Status

Profile Last State Transmit Status

Loopback 127.0.0.1 not connected
HQ1 Default

Comrex Lab Voice |70.22.155.131 not connected
HQ1 Default

Comrex Lab Music |70.22.155.132 not connected
HQ1 Default

C - 1 rS 3 G = 3|
| store NewRemote | | Remove Stored Remote | [ Change Remote Seffings |

3 CHAT

13:38:44 has entered chat

Figure 25 - Web-based Interface Screen
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CONNECTIONS TAB

The Connections Tab is the default setting for the Web-based Interface (as
shown in Figure 25). In this tab you can program and save the names and
addresses of any remote units you connect to. This allows custom pro-
gramming of policy parameters for each remote and allows point-and-click
connect and disconnect. To add a remote ACCESS to the list, simply click
Store New Remote in the lower section. An input box will appear allow-
ing you to enter a user name (which can be anything) and the IP address
of the unit. You will also need to choose a profile to use when connections
to that remote are initiated. To get started, simply choose one of the de-
fault profiles provided (we’ll show you how to build your own later). You
may remove any stored value simply by highlighting and clicking Remove
Stored Remote. Stored remote addresses are saved to system memory,
where they will remain through power cycles.

The Connection Tab will also display IP and Status information of a re-
mote ACCESS when it has initiated a connection to you. Their information
will only appear while the connection is active.

By default, three users appear on the list. You may use any of these to test
different encoder modes.
1) Loopback — Allows for connection between encoder and decoder
in the same system.
2) Comrex Lab Voice — Allows testing back to the Comrex headquar-
ters in Massachusetts, USA.
3) Comrex Lab Music — This additional user provides a music feed
from the Comrex lab.

41



COMREX CORPORATION

Staristics TAB

42

S—b

The information in the Statistics Tab either can be updated instantly or
the system can provide a moving average of information over an interval
of one second. The Statistics Tab defaults to Moving Average but can
be changed to Instantaneous using the radio button in the upper right
corner, shown as #1 in Figure 26.

TR TS
e
TR IR
AL SIS M e/ ol 24
Connections I Sharlfehics { Audio Materng | Profiles | Syslemn Sefings
ACTIVE CONKECION
Rempie Unit Eecoive Aole  |Becoive Ovarhead | Tronemit Rabe | Tromemit Ovedhead | Fromee Loss | Max, Jitber | Buffering Dedoy
Camrex Lah Music M.1kbpe | 53kbps @8 2.1 kbpr 15akbps [E8E) . wamme m
[ CHANNEL LIATETICS
channal |mecaive
-1 Mulic o okkpr
Deter Jittar Madam okl
ey Susdard ATF okl ‘-2
i BRIC normnol I Skbpe
T30 secomde 3 rce okbps
Femma Lads Role
@ T2 serosds T4
= inrfontomecus Maving Avsmge *
el
11:7:34 admin has entered chat
send

Figure 26 - Statistics Tab

The Channel Statistics field (#2 in Figure 26) delivers information on
the total number of bits entering or leaving the ACCESS (including multi-
ple connections if applicable), IP, UDP and RTP packet headers and coded
audio.

The Active Connections box (#3 in Figure 26) breaks this information
down further. Because ACCESS is capable of more than one simultaneous
connection (in some modes), each connection is listed independently.
The raw Receive Rate and Transmit Rate are listed, along with an indica-
tion of how much overhead is required for the various IP headers on each
packet. Frame Loss is also listed as an individual figure for lost and late
packets.
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Finally, a Max Jitter figure is calculated to give an indication of the time
difference between earliest and latest received packets, followed by an in-
dication of how much delay is being added to the decoder to compensate
for jitter.

Graphical representations of Jitter Buffer Manager activity and Frame
Loss are also displayed (#4 in Figure 43). The light blue area in the up-
per graph represents the jitter values over time. The work of the Buffer
Manager is shown by the green line, which is the target buffer delay that
the system is trying to achieve, based on measurements done over the jitter
window.

The lower graph displays a real time and historical representation of frame

loss. If the decoder does not receive packets in time, the chart will show a
red line indicating percentage of lost packets iver the one second interval.
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AupIO METERING TAB
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The Audio Metering Tab, as shown in Figure 28, provides a representa-
tion of Input and Output audio levels in several formats. Each of these
meters (including the top section meters, which are always visible) may be
turned On and Off individually. All audio meters are defaulted to Off when
ACCESS is first enabled. This is because transfer of audio level informa-
tion consumes bandwidth on the local network, as well as CPU cycles on
the client computer. Whenever ACCESS is connected to a data constrained
network (e.g. wireless), it is strongly recommended that these meters be
Off, especially if the Web-based Interface on the constrained network will
also be accessed via the wireless network (e.g. from the studio end). The
bandwidth requirements to drive the meters may affect performance of the
audio codec.

The Metering Quality option (which is defaulted to low) adjusts how

often the meters are updated—better networks can support higher quality
settings. Refer to #1 in Figure 27.

{ALCCESSD W 20-1¢3/6U1 20-RC3

Connections ][ Statistics ][ Audio Metering Profiles ] [ System Setlings ]

LOCAL AUDIO REMOTE AUDIO

 Analog Meters
V! Digital Meters
. dBu Scale
« dB FS Scale
_IStalus Bar Meters
r ] Vo P s P 1
METERING QUALITY

L owloitn |l

CHAT

9:12:40 has entered chat

Figure 27 - Audio Metering Tab
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Prorires Ta

ACCESS provides a powerful set of controls to determine how it connects.
The Profiles Tab allows you to define one or more profiles to assign to
outgoing remote connections. It’s often not necessary to define any pro-
files, since ACCESS ships with a set of default profiles that cover most
users. But this tab allows you to build custom profiles to allow for differ-
ent encoders in each direction, special POTS coding modes, and special
options for jitter buffer management. Keep in mind that these profiles are
useful only for connections initiated from the local ACCESS. Incoming con-
nections are defined by the ACCESS at the other end.

Profile creation is segmented into commonly used and advanced options.
In order to simplify the interface, Advanced Options are normally hidden
from the user.

Remember, building a profile doesn’t change how any remotes are con-
nected until that profile is assigned to a remote on the Connections Tab.
Once a profile is defined, it will be available on the Connections Tab to be
assigned to any defined connection.

[eeccesse-ulccccoses )
IS -ETITD

{ACCESS) FW 2.0-1c3/GUI 20-RC3

Connections ][ Statistics ] [ Audio Metering ]i Profiles ][ System Settings ]

PROFILE PROFILE SETIING SETTING ADJUSTMENT
H@1 Defaull* "] General
HQ2 Defaull* » (3 Local
HQ2 Slereo Default® » (3 Remole
ULB Defoult*
EVDO®
BGAN® _PHOFILE NAME

General Profile Seftings
These seffings apply lo the whole profile

POTS* HQ1 Default
AAC Stereo®

HE-AAC §t Default®
AAC-LD St Default*

CHANNEL

BRIC normal

New Profile

* denoles factory profile

Add New Profile
Copy Profile

Remove Profile

FACTORY PROFILE
_|Show advanced options

CHAT

13:38:44 has entered chat

Figure 28 - Profiles Tab

45



COMREX CORPORATION

BurpinG A PROFILE
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We’ll discuss the various profile options without the Advanced Options
first, and move on to the advanced selections in the next section.

To build a new profile, select Add New Profile (#1 in Figure 29) and a
new profile appears on the list labeled New Profile. Select it and you’ll see
the first set of options available in the General Profile Settings category
(#2 in Figure 29). Here you can rename the profile to something that will
help you remember it. Under the Channel category (#3 in Figure 29), you
can select whether this is an IP connection (BRIC normal), a modem based
connection (which uses the telephone line rather than the Ethernet jack)
or IP Multicast (a method to deliver audio to multiple locations). Note: It’s
important to define the channel of a profile before moving on to other op-
tionms, since the choices in the subsequent sections will vary in this choice.
Make sure to press Apply in order to confirm your selection.

[ecccosse-eccioses -]
]
TR EEETIIID

{ALCCESS) W 21-c1/6U120
Connections ]f Statistics ] [ Audio Metering ] i Profiles ] [ System Settings ]

FROFILE FROFILE SETTING SETTING ADJUSTMENT
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HQ2 Stereo Default [%1 Connection Timeout I
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ULB Default* ™ Encoder
EVDO* [%] Transmit On/Off
BGAN® ¥ @ Remote
POTS* [ Connection Timeout [New Profile
. e = =
AAC Stereo® | Encoder I =
=9 CHANNEL
HE-AAC St Default* Transmit On/Off = :
AACLD St Default A | ] BAiCrome
fad Mullicast
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—-— . wy
Add New Profile
- o wl

Copy Profile
Remove Profile

Setlo Defaulls
_|Show advanced aptions

CHAT

13:25:15 has entered chat

Figure 29 - Creating a New Profile
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If you’ve chosen an IP-based channel (like normal BRIC) then you’ll be
presented with two categories of options: Local and Remote (#4 in Figure
29). You’ll use the Local section to determine how your ACCESS behaves,
and the Remote section will determine how the ACCESS on the far end
behaves. Each category lists identical options, so we’ll cover only the Local
options:

1) Connection Timeout — Under normal circumstances, a connection
will be terminated on one end and the other end will drop the connec-
tion in turn. But if a network failure occurs or a connection is ended
abruptly (e.g. killing power to an ACCESS), the system will drop the
connection after a pre-determined time. The default is 60 seconds, but
this can be shortened or lengthened here. If an indefinite connection is
required, see page 43 for additional information on operating ACCESS
in a 24/7 environment.

2) Encoder - It’s not necessary to define any decoder types when using
ACCESS because they automatically adapt to the incoming stream. Using
this menu, you can select the encoder used to send audio from this AC-
CESS (local) as well as the encoder used to send audio to this ACCESS
(remote). The default value of the remote encoder is to follow the local
encoder i.e. it will send exactly the same codec mode it receives. This is
defined as Follow Mode in the remote encoder selection table. See the
algorithm section for more info on selecting encoders.

3) Transmit On/Off — This option determines whether the selected
encoder (local or remote) is actually sending any data. By default, all
encoders are turned on, but there may be circumstances where one-way
operation is desired (e.g. multi-streaming, as described in section 8).
Turning off the local encoder disables outgoing audio streaming, and
disabling the remote encoder disables incoming audio streaming.

For POTS connections, the choices are fewer. POTS users simply choose
between one of the two available POTS modes:

1) POTS Codec - This is the default setting and emulates the cod-
ing channel of previous Comrex POTS codecs like the Matrix, Vector
and BlueBox products. ACCESS does not support compatibility with
Hotline codecs.

2) Stereo POTS - Allows connection between ACCESS users provid-
ing stereo audio over a dial-up connection.

IP Multicast is designed to deliver digital audio streams over an IP Multicast-
capable network. Please see Secrion 11 IP Murricast for complete details and
setup instructions.
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ADVANCED CHANNEL

ADVANCED LOCAL AND
ReMot1E OPTIONS

48

Warning: Advanced Topic

ADVANCED PROFILE OPTIONS

The options available in the default mode should provide good perfor-
mance for most users, but in some circumstances it may become impor-
tant to fine tune some of the more obscure parameters that make ACCESS
work. By clicking the Advanced Options box in the lower left of the
Profile Tab (#1 in Figure 30), the following Advanced Options will be
available:

One additional channel is available to each profile when Advanced Op-
tions are enabled (besides normal BRIC and POTS codec). This is the
ability to initiate a TCP channel rather than the normal UDP/RTP channel
created in the normal BRIC mode. Some explanation:

Internet IP packets come in two flavors: TCP and UDP. Most web browsing,
email and other computer-based functions travel over the TCP protocol,
which inherently assures retransmission if a packet is lost, and is therefore
reliable. UDP is optimized for real-time applications, and does not offer
any guarantee of packet delivery. Retransmission typically causes extra
delay in an IP network, and ACCESS is optimized to conceal an occasional
lost packet, so it makes more sense for ACCESS to use UDP for transmis-
sion under most circumstances. But there are occasions where a network
will treat UDP packets poorly. Some examples are:

* Networks with high packet loss (rather than jitter)

* Networks with very high security firewalls

* Networks trying to discourage the use of VOIP functions

In these circumstances it makes more sense to enable a TCP channel. The
result will usually be a more robust audio channel with a delay several
magnitudes higher than an equivalent UDP channel. Channel overhead is
also raised so you will utilize a higher network bandwidth.

When designating local and remote options for a normal BRIC or TCP
channel, several new categories will appear. Some of them address the
encoder and some address the decoder.

Most of the Advanced Encoder options alter the relationship between
frames and packets. In this context, a frame is the smallest chunk of encod-
ed audio that can be extracted from the encoder. For the lowest possible
delay, this frame is wrapped into its own packet and sent into the network.
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ADVANCED ENCODER

OPIIONS
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Figure 30 - Advanced Options

in the Profiles Tab

The following advanced options affect the Encoder:

* Frames per Packet — Allows the encoder to wait for X number of
frames to exist before sending a packet. This option differs from FEC
because each frame is only sent once. Setting this value to a number
higher than one can reduce network usage, at the expense of delay.
This is because packet overhead bits like IP and UDP headers are sent

less often.
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ADVANCED DECODER
OPTIONS

50

Advanced Decoder options have to do with how the jitter buffer man-
ager performs. This is the algorithm that determines, based on network
performance, how much delay to install in front of the decoder to achieve
uninterrupted audio. It does this by creating a statistical analysis of the
amount of jitter experienced over a fixed interval of time (the window) and
making a judgment based on other parameters like the decoder’s resiliency
to errors. This is actually a very complex decision-making process involv-
ing many variables, and most of the time the default parameters should
work well. The Advanced Decoder options are a means to override these
defaults, and changing them should be done with care.

The following advanced options affect the Decoder:

* Jitter Window — This parameter defines the amount of time (in min-
utes) that historical network performance is analyzed in order to make
the rest of the calculations. As an example, if the Jitter Window is set
to the default of five minutes, and if a dramatic network event happens
and the buffer manager reacts (perhaps by increasing the buffer), the
event will be included in the manager’s calculations for the next five
minutes. If the network experiences improved performance over this
period, the manager may choose to wind the buffer back down after
the five minutes has passed.

* Loss Cushion — Packets may arrive at the decoder displaying a range
of statistical properties. They may arrive in reasonably good timing and
in order, or half may arrive quickly with the other half delayed signifi-
cantly. In some cases, most of the packets arrive in a timely manner,
but a small percentage of them may be extremely late. In this case, it’s
usually preferable to allow these late packets to be left out, and keep
the delay lower. The decoder error concealment does a very good job
of hiding these losses. The Loss Cushion parameter instructs the buf-
fer manager to ignore a certain percentage of late packets in its calcu-
lation. The default value is 5%. Applications that are not at all delay
sensitive may wish to reduce this value to zero, while extremely delay
sensitive applications may prefer to have this closer to 25%.

* Delay Cushion — The jitter buffer manager usually works very hard
to keep absolute delay to a minimum. Some applications are not delay
sensitive and would rather not have the manager working that hard.
The Delay Cushion setting is a way to instruct the manager not to at-
tempt to drive the delay below a certain value. E.g. if the delay cushion
is set to 500mS, this amount of fixed delay will be added to the buffer.
If the jitter manager needs to increase the buffer it will do so, but will
not fall below the %2 second level.
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* Delay Limit — The inverse of the Delay Cushion, this parameter
instructs the manager not to wind the buffer out beyond a certain delay
value, regardless of how many packets are lost. Use of the delay limit
can result in very poor performance if the network jitter exceeds the
limit.

* Fixed Delay — This option simply sets the Delay Cushion and Delay
Limit at a similar value, so that the delay buffer is defined to the cho-
sen value and will not increase or decrease significantly.

* Buffer Management On/Off — This option is available only as a
troubleshooting tool. Turning the manager off will result in eventual
failure, since the manager is required to compensate for clock skew
between the encoder and decoder.
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System SETTINGS TAB
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The System Settings Tab defines parameters that are not specific to a
particular remote connection. Examples are how incoming (POTS and IP)
calls are handled, global modem settings, and how the contact closures are
assigned. The System Settings Tab is shown in Figure 31.
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Figure 31 - System Settings Tab

The Systems Settings Tab has four categories: System Settings, Modem
Settings, Standard RTP Settings and BRIC Normal Settings. As with the
Profile Tab, basic options are shown by default. Less used options are hid-
den until the Show Advanced Options box is clicked.

* System Settings — As shown in #1 in Figure 31, the first System Set-
ting determines the incoming password for IP connections. If this field is
populated, all incoming IP calls must have the correct password assigned
to them. This optional feature allows for the screening of connection
requests, and prevents connections (and bandwidth utilization) by those
who do not know the password. A global password is defined for all in-
coming calls to the local ACCESS, but passwords for outgoing calls can be
assigned to individual remote entries (See Secrion 7 MAKING CONNECTIONS USING
1HE WEB-BASED INTERFACE) . Note: Password functionality is not available for
POTS connections.
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#2 in Figure 31 shows the system Auto Connect options. Remote connec-
tions must be created in the Connections Tab before they can be assigned
to any of these functions. One field is available to designate a remote for
always on operation. This is useful in “nailed up” environments, where a
signal is required across the link 24 hours a day. To assign an always on
remote, simply pull down the menu and select which remote to designate
as Always On. A connection will be made and sustained to the chosen
remote.

The next four fields (#3 in Figure 31) define auto connect rules for re-
motes to be triggered by the four external triggers available on the rear
panel of the ACCESS. Note: These inputs are shared with the end-to-end
contact closure signals, so if a remote is designated as Auto Connect on a
closure, that closure signal is sacrificed in the direction from this ACCESS.

To assign a remote connection to a contact closure, simply pull down the
menu box next to the desired closure and select the proper remote. A con-
nection attempt will be made whenever the contact is triggered, and will
disconnect whenever the contact is released.

The last System Setting alters the performance of output contact closure
#4. Under normal circumstances the signal indicates a trigger of the cor-
responding contact closure input on the far end of the connection. If this
box is selected, that function is no longer available, and the signal follows
the ACCESS front panel Ready light. This signal will be valid (closed) when
a valid connection is present, and invalid (open) when no connection is
present.
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* Modem Settings — Figure 32 shows the options that define POTS Codec
Modes. #1 determines whether incoming calls are accepted. If this is not
selected, ACCESS can not receive incoming POTS calls.
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Figure 32 - Modem Settings in the System Settings Tab

[ | send

#1 in Figure 33 determines which of the two POTS modes is to be used for
incoming calls. One limitation of ACCESS’ POTS Codec Modes is that both
ends must be set correctly for POTS codec calls to work. The default set-
ting is POTS codec, which causes ACCESS to answer incoming POTS calls
that are compatible with ACCESS, Matrix, BlueBox and Vector codecs (but
not Hotline). The other options is Stereo POTS.

Stereo POTS Mode provides a stereo audio signal over a single dial-up
phone connection. It utilizes a POTS-optimized version of the HQ2 algo-
rithm. This mode utilizes intensity stereo coding, so channels may not be
used to send uncorrelated audio material i.e. they must be Left and Right
channels of a stereo feed. See Secrion 8 POTS Copec Connecrions for more
information.
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Again, ACCESS does not have the ability to adapt between the two types
of POTS calls it supports. The proper mode must be selected before an
incoming call of that type is received.
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Figure 33 - Modem Modes and Connect Rates in the System Settings Tab

#2 in Figure 33 shows options for setting the minimum and maximum
connect rate for the modem. The setting will affect the connect rate on
both ends of the call e.g. if unit A has a max rate of 28800 and unit B has
a max rate of 24000, the rate will be constrained by the lowest setting of

24000 on both ends.
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* Standard RTP Settings — This setting offers several modes that allow
compatibility with other IP coding devices. For complete details please
review the IP Comparsiury appendix of this manual.

* BRIC Normal Settings — #1 in Figure 34 determines if this ACCESS is
to used for incoming normal IP connections. If this function is not enabled
ACCESS will only support outgoing calls using BRIC Normal Mode.
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Figure 34 - BRIC Normal Settings in the System Settings Tab
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Warning: Advanced Topic

ADVANCED SYSTEM SETTINGS

When the Advanced System Settings box is checked, a few additional op-
tions are enabled (as shown in Figure 35).
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Connection password, contact closures, and auto-connect are configured here.

CONNECTION PASSWORD

ALWAYS CONNECT TO REMOTE

(Do not auteconnect) b

AUTO CONNECT ON CONTACT CLOSURE
(Normal Operation) v  CONTACTCLOSUREINPUT |

(Normal Operation) v | CONTACT CLOSURE INPUT 2
(Normal Operation) v | CONTACTCLOSUREINPUT 3

(Normal Operation) v | CONTACT CLOSURE INPUT 4

Activate contact closure 4 output when connected

Apply Setto Defaults

11:8:29 has entered chat

Figure 35 - Advanced System Settings

Under Modem Settings, an option appears labeled Extra Modem Init.
This is a field that will allow the entry of special initialization strings to
be sent to the internal modem before a call is placed. These strings can
change things like country of operation, dial tone and ring cadence fre-
quencies, and other phone-line based parameters. If special modem con-
figuration is necessary, please contact Comrex for information on how to

set this up.
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Under BRIC Normal Settings, an option appears to define the incoming
UDP port number. This is the number to be used for incoming IP connec-
tions. The default is 9000. Note that since most ACCESS codecs attempt a
connection on this port number, changing it can mean ACCESS in the field
must dial specifically to your new port number in order to connect. As
shown in Secrion 7 MAkING CONNECTIONS USING THE WEB-BASED INTERFACE, an out-
going call must be made to a specific port number in the form of IP_AD-
DRESS:PORT e.g. dialing port 5004 on the Comrex test line is formatted
70.22.155.131:5004

A new section is shown under Advanced Options, labeled TCP Settings.
As described earlier, ACCESS performs best when using UDP for connec-
tions but there are some rare circumstances when the system may need
to be switched over to TCP operation. This advanced option defines how
incoming TCP calls are handled.

Outgoing calls are defined as TCP when their profile is configured. AC-
CESS normally listens for incoming calls on both TCP and UDP ports, and
chooses the first to arrive. If a TCP call is detected, ACCESS will attempt to
use the same TCP link to transmit in the reverse direction.

TCP Advanced Settings allow you to turn 7CP Auto Answer on and off
(using the Accept Incoming Connections option). Disabling this function
means only outgoing TCP calls call be established.

You also have the option of setting the incoming TCP port number, which
can be different than the UDP port number. Note warnings given above
about changing port numbers — calls with mismatched port numbers will
fail.
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SEcCTION 7

CREATING A REMOTE

CONNECTION

MakING CoNNECTIONS UsING THE WEB-BASED INTERFACE

So now it’s time to make a connection on ACCESS. We will assume that

the proper network and audio connections have been made. Before you
can establish an outgoing connection on ACCESS, you must enter the info
about remote connection into the Connections Tab. This acts like a phone
book, saving the names and numbers of everyone to whom you connect.

As shown in Figure 36A, ACCESS comes pre-programmed with three con-
nections. Loopback is chosen when you wish to test ACCESS by connecting
the local encoder and decoder together. The other two entries are connec-
tions to Comrex in Massachusetts, and these may be used for your testing
(when they’re not busy with other users). We maintain two CD players on
these ACCESS, feeding voice and music audio respectively.

@I  @EIIITD
e -GEEIIITD

{LALCESSY MW 2.0-c3/GU1 2.0-RC3

Connections 1 Statictics 1| Audiometering || Profiles || systemsetings |

REMOTE ACCESS UNITS
Name Address Current State Receive Status
Profile Last State Transmit Status

Loopback 127.0.0.1 not cennected
HQ1 Default

Comrex Lab Voice |70.22.155.131 net cennected
HQ1 Default

Comrex Lab Music |70.22.155.132 not connected
HQ1 Default

r — ] = "1 " = ]
| storeNewRemote | | Remove Stored Remote | [ Change Remote setiings |

CHAT

13:38:44 has entered chat

Figure 36A - Connections Tab
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To create your own outgoing connection, click Store New Remote (#1 in
Figure 36B) to get the entry pop-up. Choose a name for the remote (e.g.
WXYZ) followed by the IP address or phone number of the remote. The
next field is optional. If the remote has password filtering enabled for in-
coming calls, you will need to enter that password into the next field (case
sensitive) in order to make a connection to it (see Passworp FILTERING in the
next section for further information). If no password is required, leave this
blank

LA ESS) m2.0-03/GU1 2.6-RC3

Connections ‘Lf Statistics 1 f Audio Metering ] (

REMOTE ACCESS UNITS
| Name Address Current State Receive Status
Profile Last State Transmit Status

Loopback ‘ 127.0.0.1 not connected
H@Q1 Default

STORE NEW REMOTE not connected

REMOTE NAME

‘ nol connected

P ADDRESS OR PHONE NUMBER

‘ not connected

CONNECTION PASSWORD

PROPFLE
HG1 Defaul

cancel oK

| T
(= ™ * NSt = - J
Store New Remote J [ Remove Stored Remote ] [Chcnge Remote Sellhgl]
| - |

14:20°58 has entered chat

Figure 36B - Store New Remote in the Connections Tab

Finally, you will need to choose a profile to use when making these con-
nections. ACCESS includes several common default profiles to choose
from, each of which enable a simple full-duplex link using one of the avail-
able algorithms. If you wish for a more complex feature set when making
this connection, you will need to click over to the Profile Tab and set up a
specific profile using your custom parameters. Custom options can include
one-way transmission, different encoders in each direction, specialized
packet arrangement, etc. Once defined on the Profile Tab, the new pro-
files will be available in the Profile select window and they can be assigned
to a remote connection.
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DISCONNECTING

PAssworD FILTERING

Once your remote connection entry is correct, it’s simply a matter of point-
ing and clicking to connect and disconnect a remote. When a connection
is attempted, the Current State value in the connection table will change
to reflect the progress of the connection. If the connection fails, the rea-
son for failure will be shown in the Last State category. If it succeeds, the
encoder and decoder mode will be reflected in the Transmit and Receive
Status columns.

Disconnecting is just as simple — Highlight the desired connection and
click Disconnect to end the connection. If more than one connection is
active (see Secrion 10 Murr-STREAMING), clicking the Disconnect All button
will end all connections.

Warning: Advanced Topic

ADVANCED CONNECTION OPTIONS

The Connection Password function can be used to filter incoming BRIC
IP connections (but not POTS calls). Using this function, attempted incom-
ing connections will be rejected if they do not know the proper case-sensi-
tive password. For outgoing connections, the password is entered when
the remote connection is created on the Store New Remote menu (#2 in
Figure 36B). For incoming connections, the password is set on the System
Settings Tab. (#1 in Figure 37). There isn’t any way to retrieve a forgotten
password; it must simply be changed in each ACCESS.
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{LALCCESSY W 2.0-1c3/6U1 20-RC3
Connections ( Statistics Audie Metering | Profiles Syztem Settings

SYSTEM SETTING. SETIING ADJUS

[51 system settings System S.el-iings

» [ Modem Seflings ; 1
Connection password, contact closures, and auto-connect are configured here.

» ] BRIC normal Selings

oo o= mm = o
CONNECTION PASSWORD

i |

ALWAYS CONNECT TO REMOTE

—]

(Do not autoconnect)

AUTO CONNECT ON CONTACT CLOSURE
(Normal Operation) v | CONTACT CLOSURE INPUT |

(Normal Operaion) * | CONTACT CLOSURE INPUT 2
(Normal Operation) ~ | CONTACT CLOSURE INPUT 3

(Normal Operalion) v | CONFACT CLOSURE INPUT 4

| Activate contact closure 4 output when connected

Apply Set lo Defaulls
_|Show advanced opfions

CHAT

13:38:44 has entered chat

Figure 37 - Connections Password in the Settings Tab

BRIC IP connections (and all IP traffic) use a concept known as ports to
differentiate between different applications on the same computer. A port
is simply a number contained in the IP header, but it can be treated as a
physical opening in and out of your computer. Most firewalls function by
opening the network to traffic with only specific port numbers.

Each IP connection has a source and destination port. Under most cir-
cumstances, the source port is unimportant, but the destination port can
be key. Certain incoming ports can be firewalled to outside traffic, and in
the case of several ACCESS behind a router (sharing a single public IP ad-
dress), the only way for them all to take incoming calls is to assign different
incoming ports to each device.

To transfer audio, ACCESS uses a default source and destination port of
9000. If this is changed, both the outgoing and incoming ACCESS must be
made aware of the change.
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Changing the port for incoming connections is done on the System Set-
tings Tab. Because this can really mess things up if not done properly,

the function is hidden in the Advanced Options of this tab (as shown in
Figure 38). Access the Advanced Options by clicking the Show Advanced
Options box in the lower left corner of the System Settings Tab.

EEIIE - GEEOID
[ooccsssafllscosasss ]

(O CESS) A 2.0-p1/GUI 20-RCS

Connections i Statistics | | Audic Metering | Profiles [ System Seffings

| SYSTEM SETTING SETTING

UDP Port

Incoming UDF port.

7| system Setfings
71 modem Seffings
BRIC normol setfings
* aceceptincoming connections.
* upF Fort o
o TCF seffings CURRENT 7222
DEFAULT =000

undefined

| show advanced opfions

THAT

12:17:33 has entered chat

Figure 38 - Changing the UDP Port for Incoming Connections

To change the destination port of an outgoing call, you must add the port
number to the IP address in the following format:
IP_address:port_num

For example, to initiate a connection to the Comrex test line at port num-
ber 5004, enter the following into the IP address field:
70.22.155.131:5004

Note: The call will fail unless the ACCESS on the far end is set to receive
data on that port.
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BackinG up A Connection  ACCESS features an ability to have an automatic backup to IP remote con-
nections. The backup may be either another IP connection, or a POTS
phone number. Automatic backup works as follows:

If an IP connection fails, ACCESS will sense this and wait the amount of
time designated in the Local Timeout parameter in the profile assigned
to the primary connection. If the connection is restored in that amount of
time, no backup will occur.

If the timeout period passes without restoration of the primary connec-
tion, ACCESS will automatically establish a connection (POTS or IP) to
the designated backup connection. It will maintain that connection until
manually disconnected.

Backup connections are enabled and selected on the Change Remote Set-
tings option on the Connection Tab (shown as #1 Figure 39).

To enable an automatic backup, both the primary and secondary remote
connections must first be defined and assigned profiles. Next, select the
primary remote and click Change Remote Settings. On this pop-up,
choose the pull-down menu labeled Backup Remote (#2 in Figure 39)
and select the backup for this primary connection.

[lecccessscpuccccasss ]

A C_ES5) w 20-pijGul 2.0-RC3
Connections ] | Statistics | ‘Audic Metering | | Profiles 1 System Seffings

REMOTE ACCESS UNITS

Name Address Current State Receive Status
Profil Last Stat
et 2979 CHANGE REMOTE SETTINGS — CONNECT
Loopback 127.0.0.1 notcon oo
AACI28 (Remot: |Co”"'ex P ‘

Comrex Lab Voice | 70.22.155.131 not con ADDRELS O FHOME NUMEER
HQ1 Defaull —n 90 1 1 ‘

POTS Test Line 9787841700 not COMl caiNECTON PASSWORD
POTS (conne |

PROFILE
HG1 Defoult
-—

2 _» BACKUF REMOTE
{no Backup)

33— s

— — — '1

C - ] [ - J i e mewm )
(e ewtemote ] (Remove sore oot | & Ghonge ot seins

| chHar

12:17:33 has entered chat

Figure 39 - Backup/Fall Forward Functions in the Connections Tab
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Farr ForwarD Funcrion

Backur/FArr FORWARD
LIMITATIONS

OPERATING ACCESS IN A
24/7 ENVIRONMENT

By selecting the Automatically Fall Forward function in this pop-up (#3
Figure 39), you will enable ACCESS to monitor the primary IP connection
while the backup is active. If the primary is restored and is detected to be
valid for the timeout period, the backup will be disconnected and opera-

tion will revert to the primary.

The Backup/Fall Forward functions have the following limitations:

1) Only IP connections can be designated as primary — IP or POTS
connections can be backups.

2) Fall Forward does not work when the POTS backup is the same
physical ACCESS as the primary IP. This is because ACCESS receiv-
ing incoming POTS calls cannot restore IP connections.

Many ACCESS users simply require the system to connect between the
same IP addresses full-time. ACCESS can accomplish this, but the topic can
be a bit confusing, so we’ll attempt to explain it in a bit more detail.

First, let’s handle the topic of the Connection Timeout parameter. This
parameter, which is set in your profile, determines how long ACCESS stays
connected with the remote end after loss of signal. Once this time period
has passed, ACCESS will abandon the connection and be ready for the
next one. It follows that on a connection you don’t ever want to lose that
you don’t really want any Connection Timeout—What you want is for
the ACCESS encoder to continue to dump data into the network regard-
less of the state of the network. This way when the network is restored
your audio will be restored.

The easiest way to make sure that ACCESS does not drop a connection
is to enable the Retry mode on the Connections Tab. To do this, select
the connection of interest, and click Change Remote Settings. Under
Backup Remote choose the option labeled Keep Trying This Remote
and click OK.

This selection will make several changes in the way ACCESS behaves. First
of all, the Connection Timeout variable will be ignored. For BRIC Nor-
mal style connections, this is all that is necessary, since this mode uses an
IP protocol called UDP, which can indeed continue to send data regardless
of connection state.
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TCP and POTS protocols are connection oriented, so simply always send-
ing data isn’t an option. In these environments (with the Retry function
enabled) ACCESS will actually continually try to re-establish the connection
until it is restored, then restore the encoder stream.

Regardless of the setting of the Retry function, ACCESS will not attempt
to re-establish a connection if it is manually disconnected. Also, ACCESS
will not re-establish a manually placed connection in the event of a system
power failure.

In order to automatically restore a connection after a power failure, the
remote connection should be made using the Always Connect to Remote
function in the System Settings Tab. Once that selection is complete, a
connection will be established and maintained (and re-established on a
subsequent reboot).
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SecTION 8

POTS CopEC SET-UP FOR
ACCESS COMPATIBILITY

Using ACCESS wira
POTS

POTS (PLAIN OLb TeELEPHONE SERVICE) CopEC CONNECTIONS

ACCESS is capable of connections over modem links. This mode emulates
the function of Comrex POTS codecs, which have been used for years to
deliver high quality audio over normal, dial-up telephone lines. This mode
provides for a point-to-point connection between the codecs i.e. no in-
ternet access is used, and the call is placed directly from one ACCESS (or
legacy codec) to the other.

In the current firmware, ACCESS is capable of connecting over dial-up
phone lines to:

ACCESS Codecs

Comrex Matrix Codecs

Comrex BlueBox Codecs

Comrex Vector Codecs

Note: Backward compatibility to Hotline codecs is not supported.

The legacy codecs (Matrix, Vector or BlueBox) must be configured for
operation in Music Mode, which will allow full-fidelity (up to 15 KHz) con-
nections. Voice Mode is not supported by ACCESS. Contact closures and
ancillary data supported by legacy codecs are not supported by ACCESS.

ACCESS requires that outgoing POTS connections be defined on the Con-
nections Tab. When defining any outgoing connection, a profile must be
assigned to it. For POTS Codec compatible connections, the factory default
POTS Profile should work best. Note: When creating a profile, you must
designate the modem mode as POTS Codec rather than POTS Stereo in
order to be compatible with legacy devices. This is shown in Figure 40.

To use ACCESS on POTS, a normal, analog telephone line must be con-
nected to the rear panel telephone line RJ-11 connector. If possible, try to
obtain a true telephone company grade line, rather than an extension from
your digital phone system. Under no circumstances should the raw exten-
sion from a digital phone system be attached to this port—you will likely
damage ACCESS, your phone system, or both.

To initiate calls from ACCESS, simply create a remote connection with a

telephone number as an address, rather than an IP address, in the Connec-
tions Tab. You must designate a POTS-based profile for this remote.
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Figure 40 - POTS Codec vs. POTS Stereo Mode in the Profiles Tab

In order to use POTS Stereo Mode, special configuration must be done on
each end of the link. Once an ACCESS is set for incoming POTS stereo con-
nections, normal mono POTS codec compatible calls can not be received
until the settings are changed back.

Outgoing unit settings (usually the field unit) — The outgoing ACCESS
will dial the phone call but a profile for the outgoing call that specifically
uses POTS Stereo Mode must be built. This is done by creating a new pro-
file in the Profile Manager. Select Channel under Global Settings and
then Modem for the outgoing channel. Under Local Settings choose a
Modem Mode of Stereo POTS.

Once the profile with these parameters is built, it can be named and as-
signed to any outgoing remote that uses a phone number (rather than an
IP address) as its destination.

Additional profiles may be built utilizing the normal POTS codec modem
mode, if desired. You can then build two remotes to the same phone num-
ber — one using your stereo profile and one using your legacy compatible
POTS codec profile.
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RATE DROP VS. RETRAIN

Incoming unit settings (usually the studio unit) — The incoming unit
will receive the call from the field. In this case, the ACCESS must be con-
figured to treat all incoming calls as POTS Stereo Mode. This is done in
the System Settings section by selecting Mode Modem under Modem
Settings. To receive stereo calls, this setting must read “Stereo POTS”. To
receive calls from older Comrex POTS codecs (or ACCESS configured to
emulate them) the setting must be “POTS Codec”.

When incoming or outgoing POTS calls are active, the Connections Tab
changes slightly. You will see two additional buttons appear on the tab, la-
beled Retrain and Rate Drop . These are special functions applicable only
to POTS calls, so they are not visible during IP connections.

The Connection Tab display contains two user controls, Rate Drop and
Retrain (#1 in Figure 41). These controls are similar in function to those
provided on POTS codecs. ACCESS will initially connect at the best data
rate supported by the telephone line, and will display that connect rate on
the Connections Tab page.

O G
[oossesss s soseees ]
{ O (CESS) AW 2.0-p1/GU 2.0-AC3

Connections || Stafistics [ AudioMetering || Profies. [
EF&:IQ!: ACEEiS,UNI,'S b
Name Address Current State Receive Status
Profile Last State: Transmit Status
Loopback 127.0.0.1 not connected
AACI28 (Remote disconnect)
Comrex Lab Voice | 70.22.155.131 not connected
HQ1 Default \
| DISCONNECT
POTS Test Line 9787841700 connected Rx: POTS Codec Mono A
POTS (connected at 24000 bps) | 24000
DISCONNECT |
ALL
= == ==
1 RETRAIN 1
(N rareoRoP L
C - 1 & 1 [ S ]
[ Store Hew Remofe ] [ Remove Stared Remote ] [Chunge Remaote Selﬂnu:] | S ]

Figure 41 - Connections Tab During an Active POTS Call

You can force the system to drop to the next lowest connect rate at any
time by clicking the Rate Drop button at any time. Audio transfer will be
interrupted momentarily while the units negotiate the new connect rate.
Alternately, you can force the system to initiate the entire training sequence
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again (the “chat” sounds heard at the beginning of a call) by clicking the
Retrain button. You will lose audio for a longer time (approx. 7 seconds)
but the modems will completely re-equalize the connection and return
audio when finished.

Once ACCESS has dropped to a lower rate, either by rate drop or retrain
from either end, there is no way to force it to connect at a higher rate. If
you want ACCESS to try again for a higher connect rate, you will need to
disconnect the call and dial again.

There are dozens of factors that can affect the success or failure of a POTS
codec call, some within the user’s control and some not. Here’s a short list
of rules to follow for POTS codec connections:

1. Use the POTS codec on a direct telephone company line and avoid in-
house phone systems. A line used by a fax machine usually provides this
direct access. (Be sure to disconnect the fax machine before connecting
the codec!)

2. Check to see that there are no extensions or modems on the line you are
using — or at least arrange that no one uses these during your broadcast.
4. If there is call-waiting on your line, disable it by entering “*70” in front of
the number you are dialing.

5. If possible, try the POTS codec out at the remote site before your actual
broadcast at about the same time of day that you plan to use it. This will give
you a good idea of expected connect rates and possible line problems.

6. At minimum, connect a few minutes before airtime to assess the connec-
tion quality. Setting a MaxRate on the POTS codec, based on your findings, is
highly recommended. MaxRate usually should be set at a level or two below
the maximum unrestricted rate. This will provide a “guard band” of sorts
against noise and corruption which may cause errors on the line.

7. If operation starts to degrade after a long period of connection, it may be
that the phone line parameters have changed. These parameters are affected
by factors such as time of day, weather and geographic location. The modems
should be given the opportunity to renegotiate for these new parameters.

8. If you experience low connection rates or errors, try redialing. If that does
not help, dial from the other end. If the call is long distance, try forcing the
call to another carrier. If a good connection is found, keep that line up.
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SEcTION 9 ABOUT THE ALGORITHMS

ACCESS contains eight different types of encoders and decoders for use on

networks.
BRIC-HQ1 This encoder/decoder provides 15 kHz voice/music transmission with
(HrcH QuaLrry 1) extremely low delay and low network utilization. It supports mono, stereo,

and dual-mono. Here are some details of BRIC-HQI:
* Low Delay — BRIC-HQ1 uses a 20mS audio frame, with an over-
all encode/decode time of around 80mS. This makes BRIC-HQ1 a
good choice for real-time, interactive applications.
* Low Digital Bandwidth — BRIC-HQ1 has a data rate of around
24 or 28 kbps for mono, and 56 kbps for dual mono allowing it to
travel over medium-to-low speed networks.
* Voice/Music Capable — BRIC-HQ1 is designed as a voice codec,
but does a respectable job at encoding music.
* Dual Mono Mode — Supports the encoding of two independent
audio channels, such as a dual-language broadcast. These two chan-
nels will be multiplexed into a single outgoing stream.
* Stereo Mode — This mode uses matrixing to deliver stereo au-
dio at less than double the bandwidth.

BRIC-HQZ2 This encoder/decoder provides high fidelity (12 or 15 kHz) mono or stereo
(HicH QuaLrty 2) transmission at low data rates and reasonable delay. Here are some details
of BRIC-HQ2:

* Medium Delay — BRIC-HQ?Z2 uses a 64 or 80mS audio frame,
with an overall encode/decode time around 360 mS. Interactive
applications are possible using BRIC-HQ?Z2 in the forward direction
and BRIC-ULB or BRIC-HQ1 in the reverse.

* Low Digital Bandwidth — BRIC-HQZ2 encodes at 24 kbps for a
full bandwidth mono signal. Stereo signals occupy 30 kbps. Dual
mono is not supported in BRIC-HQ?Z2.

* Voice/Music Agnostic — BRIC-HQ?Z utilizes a blend of different
audio coding techniques, so it does a good job of encoding non-
voice audio.

* Mono/Stereo — BRIC-HQZ2 has stereo modes which utilize a
parametric stereo effect; so it is not possible to send independent
audio over the L&R channels. The channels must be a related ste-
reo image. Use BRIC-HQ1 or AAC-LD when Dual Mono is required.
* Audio Bandwidth — BRIC-HQZ2 default modes utilize a 32 kHz
sampling rate to deliver 15 kHz audio fidelity. BRIC-HQ2 12K
modes utilize a 26 kHz sampling rate to achieve a 12 kHz audio
fidelity. Because the data rate is the same between the two modes,
BRIC-HQ?Z2 12K can be considered to sacrifice some slight high end
fidelity in exchange for overall lower audio coding artifacts.
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This encoder/decoder provides 7 kHz voice audio transmission with ex-
tremely low delay and extremely low network utilization. Due to its low
digital bandwidth, it is considered to be the most robust mode for use on
constrained networks. Here are some of the details of BRIC-ULB:
* Low Delay — BRIC-ULB uses a 20mS audio frame, with an overall
encode/decode time of around 80mS. This makes BRIC-ULB a good
choice for real-time, interactive applications.
* Low Digital Bandwidth — BRIC-ULB has a data rate of around
12 kbps, allowing it to travel over very low speed networks. Also,
since BRIC-ULB is so efficient, error correction may be added in
many situations without congesting the network.
* Yocoder — BRIC-ULB relies on an voice based vocoder, which is
the same principal utilized in many digital mobile phones. The dif-
ference is that while mobile phone vocoders typically provide about
3 kHz audio bandwidth, BRIC-ULB delivers more than twice that
fidelity, providing a much more listenable and less fatiguing sound.
BRIC-ULB is optimized for human voices. It does a respectable job
of encoding background noise and crowds, but music tends to suf-
fer rather dramatically on BRIC-ULB.
* Mono — Only a single audio channel is supported on BRIC-ULB.
* Dynamic Data Rate — The BRIC-ULB encoder adapts its out-
going audio frame size based on the complexity of the incoming
audio.

This encoder does not compress audio at all. It uses a 48 kHz sampling
rate and simply applies small frames of linear audio to IP packets. This
mode is only useful on high bandwidth LAN or managed WAN environ-
ments. Mono Mode requires a network capacity of 768 kbps while Stereo
Mode requires a network bandwidth over 1.5 Mb/s.

This algorithm is a highly regarded standard for compressing audio to criti-
cal listening standards. It has been judged to produce “near transparent”
audio at a coding rate of 128 kbps stereo. The standard is a collaborative
of several audio companies best efforts, and has become popular as the
default audio codec of the Apple™ Itunes” program.
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HE-AAC
(Op110NAL UPGRADE)

HE-AACV2
(OprionaL UPGRADE)

AAC-LD
(OprionNaL UPGRADE)

This is a newer version of AAC defined for increased efficiency. The goal of
the algorithm is to produce AAC comparable quality at a lower bit rate. It
does this by encoding lower frequencies to AAC, and higher frequencies
using Spectral Band Replication (SBR), a technique that partially synthe-
sizes these high frequencies. HE-AAC is trademarked by other companies as
AACPlus” HE-AAC (and close derivatives) are often used as the main audio
codec for digital radio and satellite networks.

This algorithm further increases the efficiency of HE-AAC by adding inten-
sity stereo coding. This results in a lower bit rate for stereo signals. We
also cluster a very reduced rate HE-AAC mono into this category, although
technically it does not contain v2 coding.

This algorithm is an extension of AAC developed by the FhG IIS, who are
the contributors to AAC and primary inventors of the MP3 algorithm. It’s
quality is superior to MP3 at similar bitrates (64-128 kbps) but it exhib-

its very low delay (100mS). This choice is best when reasonable network
throughput is assured, near-transparent audio is required and interactivity
is needed.
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User A - BRIC-HQ1 Mono

cosamEx == =

MuULTI-STREAMING

Warning: Advanced Topic

ACCESS supports the ability to run one encoder per box. But this single
encoder stream may be sent to up to nine destinations simultaneously. We
call this capability multi-streaming, since the encoder creates a separate
but identical outgoing stream to each decoder. Note: Your Internet connec-
tion must be able to support these streams. For example, if your encoder
runs at 35 kbps network utilization, sending to two locations will require
70 kbps upload speed from your network.

Multi-streaming should not be confused with IP Multicast, which is de-
scribed in the next section.

Each ACCESS can also run only one decoder. So it’s important that in a
multi-stream environment, a maximum of one stream is sent in the reverse
direction. This means that users interested in hearing a multi-stream must
turn off their encoders.

This can be a bit confusing because multi-streams can be initiated from
either end of the link.

Figure 42 shows an ACCESS multi-stream arrangement. ACCESS A is the
multi-streamer, with ACCESS B, C and D listening to the same audio. In
order to set up a multi-stream scenario, you will need to know how to turn
ACCESS encoders Off. This must be done by building a profile with either
the Local or Return Transmitter mode set to Off, as shown in Figure 43.

User B - Sending and Receiving BRIC-HQ1 Mono

User C - Receiving BRIC-HQ1 Mono

(= —

<+—>
—p = —_——
—>

User D - Receiving BRIC-HQ1 Mono

Figure 42 - Multi-Streaming Arrangement

We’ll give two examples of multi-steaming scenarios. The first is an envi-
ronment where the ACCESS that is serving the multi-stream initiates the
calls, and in the second the serving ACCESS accepts all its incoming con-
nections.
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{ A CESS)h e 2.0-p1/GUI 2,0-RC3
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PROFILE PROFILE SETTING SETTING ADJUSTMENT
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H&2 Default® ¥ & Local ¥ 3
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CURRENT ™
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AACIZE

New Frofile
* denates foclory profile

Add New Frofile
Copy Frofile
Remove Frofile

set to Defoult |
| show odvanced opfions

LT

13:12:21 has entered chat

Figure 43 - Transmit On/Off in the Profiles Tab

In the “multi-streamer as caller” model, two different profiles will be built
on ACCESS A. The first profile, labeled “Multi-Duplex,” will be defined as
a normal, full-duplex ACCESS connection. The encoder to be used will be
selected in the Local Encoder section, and the stream desired in return
will be defined in the Remote Encoder section.

The second profile is called “Multi-Simplex” and in this profile the Remote
Transmitter is turned Off. Most other selections in this profile are irrel-
evant.

User A will define remote connections for ACCESS B, C, and D. He will
assign the “Multi-Duplex” profile to ACCESS B, and “Multi-Simplex” profile
to the others. He will then establish a connection with ACCESS B first, fol-
lowed by C and D.

In model number 2 where the serving ACCESS accepts all incoming con-
nections, all the profiles are built on the Remote Receivers. ACCESS B
will use a simple profile by defining the encoders in each direction, and
assign it to ACCESS A. ACCESS C and D will each define a profile with
their Local Encoders turned Off, and assign them to A. ACCESS B should
connect first. When C and D connect, they will hear the same stream as B,
regardless of how their remote encoders are set in their profiles.

In a multi-streaming environment the first man wins. For example, the first
connection made between units will determine the encoders used for all
others. After the first full-duplex connection is made, all other attempts at
full-duplex connections to either end will be rejected.
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IP MuLTICAST

Warning: Advanced Topic

IP Multicast is an efficient way of delivering ACCESS digital audio streams
to multiple locations. This involves relying on the network to distribute
the stream to the locations that require it, rather than creating an indepen-
dent stream for each user.

IP Multicast requires the use of an IP Multicast-capable network. The
commercial Internet, with few exceptions, is not capable of supporting IP
Multicast. Some private LANs and WANs are IP Multicast capable.

IP Multicast supports only a single direction stream. An IP Multicast encod-
€r can not receive input streams.

In this manual, we assume that IP Multicast users will be familiar with the

basic concepts of setup and operation of the network, so we will focus on
how to configure ACCESS for Multicast mode.

To set any remotes to Multicast, you must first create a profile for either a
Multicast Sender or a Multicast Receiver on the Profiles Tab.

[ecccsscs-l.csc0sne ]
AT  ~GEIITD

4ACCESS)Y W21-c1/6U120
Connections Statistics Audio Metering Profiles System Setfings

PROFILE PROFILE SETTING SETTING ADJUSTMENT
HQ1 Default: ] General
HQ2 Default* > (3 Local
HQ2 Stereo Default > (1 Remote
ULB Default®

EVDO®

BGANS® PROFILE NAME

General Profile Seftings
These seffings apply to the whole profile.

POTS* New Profile
AAC Stereo®
HE-AAC St Default*

AAC-LD St Default*
test Multicast

CHANNEL

Mullicast

New Profile Modem

BRIC normal
* denotes laclory profile cp

Add New Profile
Copy Profile
Remove Profile

Setto Defaulls
VShow advanced opfions

CHAT

12:44:13 has entered chat

Figure 44 - Multicast selection in the Profiles Tab
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SETTING UP A MULTICAST
REMOTE

TmE-TO-LIVE

CHANGING PORT NUMBERS
FOR MULTICAST

As shown in Figure 44, when you define a new profile, you have the op-
tion to choose Multicast as the profile type. Multicast profiles have fewer
options than other profile types, and some of the available options will
have no effect (e.g. setting an encoder type on a Multicast receiver has no
effect). The important settings for Multicast are:

* Sender/Receiver — Determines whether this particular ACCESS is de-
signed to generate the IP Multicast stream (send) or decode one (receive).

* Encoder Type — Determines the type of stream to be used by the Multi-
cast Encoder—not relevant for decoders.

In addition to the basic options for IP Multicast profiles, clicking the Ad-
vanced box will allow setting of the same Advanced Options available
for Normal BRIC (Unicast) profiles. See the Profiles Tab section for more
information.

All Multicast connections are outgoing connections — A Multicast Sender
must initiate an outgoing stream, and a Multicast Receiver must initiate

an incoming one. These remotes are configured within a special address
range known as a Multicast Block, typically 224.0.0.0 to 239.255.255.255.
To establish a Multicast connection, simply define a remote as having an
address within the IP Multicast Block, use an IP Multicast profile, and press
Connect.

Time-to-Live (TTL) is a variable set by Multicast encoders to determine
how long a packet is processed before it is dropped by the network. The
default value of TTL in ACCESS is 0, which limits its use to within a LAN
environment. TTL may be manually changed on a Multicast Sender re-
mote by configuring the IP address followed by a “/”, followed by the TTL
value. An example remote Multicast encoder could be set for the address
224.0.2.4/255, which would signify an address with the Multicast Block
with a TTL of 255 (which is the max value available).

The default port of UDP 9000 may also be changed on Multicast remotes.
The port number is assigned in the usual way, directly after the IP address,
preceded by “:”, followed by the TTL. As an example, the IP address of a
Multicast Sender on port 443 with a TTL of 100 would read:

224.0.2.4:443/100
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GATEWAY OPERATION

Warning: Advanced Topic

ACCESS includes a special operational mode that allows it to share a net-
work connection with other devices. ACCESS will create and maintain the
main network channel, then act as router over a second network port to
deliver data to an external device.

ACCESS codec packets contain real-time headers, and the ACCESS will
deliver these to the network ahead of other user information. In this way,
ACCESS will assure that outgoing user data will not affect outgoing codec
packets.

On the return channel, priority of audio codec packets vs. user packets
are determined by the Internet Service provider, so if there is contention
heavy user data may have an affect on decoder performance.

Under most circumstances, ACCESS will be sharing a network with an
USB-based network based attached to its USB port, and distributing data
to other users via Ethernet. In this configuration, you will need an Ether-
net switch between ACCESS and the computers getting the data. Alternate-
ly, if only one computer will be connected, an Ethernet crossover cable
may be used between ACCESS and the computer.

This type of connection is shown in Figure 45. ACCESS is using an USB-
based device to connect to the Internet and using its Ethernet port to
share the IP connection with a laptop computer via a crossover cable.

ACCESS connection to the Internet via the USB-based
network device

Connection from the computer to the ACCESS
Ethernet Jack using an Ethernet crossover cable

Figure 45 - Gateway Connection
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GATEWAY MODE

Gateway Mode involves having two networks active and enabled on
ACCESS; The Internet side (usually an USB-based network device)
which is used to connect to the world at large, and the shared side
(usually Ethernet), which is used to connect with other computers.

Configuring for Gateway operation may only be done through the
Console Connection Interface. The only step to Gateway Mode is set-
ting up your shared network side with the factory default static IP ad-
dress, network mask and DHCP pool information. Since this is usually
Ethernet, this is done in the normal Ethernet TCP/IP Tab. Simply select
Gateway in the pull-down menu (as shown in Figure 406).

In Gateway Mode, ACCESS is acting as a DHCP server and router to the
other devices. It will assign a dynamic address to all devices connected
to it on the LAN. The static address assigned to the ACCESS Ethernet
port is 192.168.42.1. The pool of addresses assigned by the DHCP
server is 192.168.42.128 - 192.168.42.192.

Metwork  Remotes  Stats  Configure

Configure Network Device
/" General \/ TCRIIF '\

[ DHCFP -

Static Address
DHCFP

M PPPoE

| Gateway

| Cancel || Save |

Figure 46 - TCP/IP Tab for Gateway Setup
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ADVANCED ToPICS

This section discusses some frequently asked questions (and possible
solutions) encountered when setting up, configuring, troubleshooting and
achieving optimum ACCESS performance.

Q: How do I choose which encoding algorithm to use?

A: ACCESS offers a very wide range of encoding algorithms. To some this
may seem daunting. Here’s a short guide and comparison chart on how to
choose what’s best for your application:

1) Do I bhave lots and lots of bandwidth? If you’re running on an
entirely unconstrained network like a campus LAN or local Wi-Fi,
Mono or Stereo Linear Mode will offer the highest audio quality
with lowest delay. If you're hitting the public Internet at any point
in the link, however, avoid Linear Mode.

2) Do I require interactivity? If you need to chat back and forth
across the link, choose one of our low delay algorithms like BRIC-
ULB, BRIC-HQ1 or AAC-LD. The deciding factor between these algo-
rithms is digital bandwidth — BRIC-ULB uses very little, BRIC-HQ1
uses more, and AAC-LD (optional upgrade) requires a relatively fat

pipe.

3) Is audio quality the paramount concern? AAC or HE-AAC (op-
tional upgrades) is the best choice for applications that need
excellent audio quality. If delay is also a concern, consider AAC-LD
(optional upgrade). If your running on an unconstrained network
and without the optional algorithms, Linear PCM would be a good
choice.

4) Am I running on a constrained network? If your Internet pipe

is subject to being throttled, use BRIC-ULB for mono voice audio
and BRIC-HQ?Z for stereo voice or music. These algorithms offer
the absolute highest quality in exchange for extremely low network
bandwidth. If you have the optional AAC upgrade, HE-AACv2 can
also be a very effective, low network utilization option.

5) Do I need to deliver two unrelated audio signals to the same
location? BRIC-HQ1, AAC, HE-AAC and AAC-LD (optional upgrade)
offer Dual Mono options that allow uncorrelated signals (such as
dual language broadcasts) to be combined to a single outgoing
stream. Note: It isn’t possible to send one stream to location A and
one to location B. However, it is possible to send the combined
stream to locations A and B and have them tap only their respec-
tive channels (although this can be a confusing solution subject to
operator error).
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Q: Can I make ACCESS maintain an IP connection regardless of net-
work status?

A: Yes. First define your remote setting and apply a profile to it. Next go to
the System Settings Tab, and pull down the menu labeled Always Con-
nect to Remote. Once you select your remote here, a connection to the
remote will be established and remain indefinitely.

Q: Can I get a remote indication that ACCESS is connected to some-
one?

A: Yes. Using the System Settings Tab, you can re-assign Contact Closure
Output #4 to trigger whenever the ACCESS front panel Ready light is lit,
indicating a valid incoming connection. The function of Contact Closure
#4 will be changed in the following ways:

a) Contact Closure #4 will no longer be available as an end-to-end
signal.

b) Whenever ACCESS detects a valid incoming stream, it will trigger
CC #4 and maintain it until all valid connections stop.

Q: What steps should I take when I’m having connection problems
with ACCESS?

A: There are several steps you can take to determine that cause of poor

IP connection using ACCESS. The first step is to determine whether the
problem is occurring in one direction or both. If in only one direction,
take a look at network usage patterns on the local end of each ACCESS.

If someone else on your LAN is downloading large files on the decoder
side (or uploading large files on the encoder side) this may cause some
performance issues. You may need to ask them to temporarily cease activ-
ity, or investigate a network router solution that will offer ACCESS priority
over other traffic. Next, take a look at the Status Tab on the ACCESS that
is decoding the faulty audio. Take a look at the jitter figure for your incom-
ing connection. If this number is varying dramatically (good networks
keep this figure below 50mS) then you may need to increase the Local
Delay Cushion setting within the profile used to connect to that remote.
Although it will increase your audio time delay, you may find increasing
the cushion by 100-300mS or more will result in more stable connections,
since the jitter buffer manager will no longer attempt to reduce delay by
making the buffer smaller than the cushion.
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Q: How can I optimize settings for EVDO, UMTS, or other wireless
access?

A: Since there is typically already a substantial delay in these networks, it’s
often not a priority to keep ACCESS delay to the absolute minimum. Using
the profile that you set up for the EVDO connection, enter the Advanced
Options. Raise the Frames/Packet setting to 4 in both Local and Remote
Encoders. This will reduce overall bandwidth and enhance reliability on
many networks. You may also need to increase Delay Cushion on the non-
wireless decode side as described in the previous answer.

Q: I’'m paying for my network bandwidth by the megabyte. How can I
conserve?

A: Set both Local and Remote encoders (in the profile) to BRIC-ULB,
which uses by far the lowest amount of data. While setting the profile,
click the Advanced Options and set both Local and Return Frames per
Packet setting to 4. This will decrease overhead and preserve bandwidth.
Finally, if you don’t require audio in both directions, disable the return
channel by turning off the Remote Transmitter in the profile. As a guide,
an ACCESS set this way will average about 8 minutes of talk time per mega-
byte in each direction.

Q: My IT guy wants to know what protocols and ports are being used.
Can you enlighten him?

A: Sure. The Web-Based Remote Control ports are set by default to 80
and 8080, although they can be changed in the Ports Tab of Security Set-
tings.

The audio streaming port (9000) can be changed for send and receive. See
SEcTioN 7 MAkING CONNECTIONS USING THE WEB-BASED INTERFACE for info on how

to change ports on outgoing calls, and Sysrem Sertives Tas (Web-based or
Console Connection Interfaces) for information on changing the incoming
port.
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Q: My IT guy is concerned about security and wants to know what
services are open on this box.

A: As mentioned, we’re serving an HTML/XML page on the well known
server ports, 80 and 8080. Our streaming application is UDP/RTP on port
9000. SSH is enabled by default but requires a passkey. You can disable it
completely in the Console Connection Interface by selecting Configure,
Additional Configuration and then Security. Click off the box labeled
Enable Diagnostic Remote Access (SSH). Leaving SSH enabled will help
if Comrex support needs to interface with your ACCESS.

Q: How can I change modem parameters like dial-tone-detect and
ring cadence detection?

A: Contact Comrex for more info on this.

Q: I notice in the Advanced Options that I can change my streaming
from UDP to TCP. Should I?

A: Not if you want the best overall performance. ACCESS is optimized in
terms of data rate, stability and delay to use UDP. TCP mode increases
overhead and delay, and is included only for environments where UDP

is hopelessly blocked by a firewall. ACCESS decoders do listen to both
TCP and UDP ports and choose whichever arrives first. If an ACCESS gets
an incoming TCP connection, it will establish TCP in the other direction
automatically. One other note for use with TCP — most of the information
presented on the Statistics Tab is generated by the UDP functionality, so
you won’t see much here using TCP.

Q: My IT guy has apparently had way too much coffee because his
face is all red and he’s running around yelling something about
Sarbanes/Oxley and crashing the corporate network. Is there some-
thing I can give him to make him feel better about the security of the
network and his life in general?

A: Why, yes! We’ve created a special document called “Information for IT
Managers regarding the Comrex ACCESS IP Codec” which was written spe-
cifically to help keep the blood pressure and stress levels of IT managers
within normal tolerance. It can be found in the Appenpix B of this manual or
in the Support section of our website at www.comrex.com
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License AND WARRANTY DiscLosURES FOR CoMREx ACCESS

MPEG-4 audio coding technology licensed by Fraunhofer IIS
http://www.iis.fraunhofer.de/amm/

Institut
Integrierte Schaltungen

Fraunhofer

ACCESS uses proprietary and open-source software programs. Some of the
open-source programs are licensed under the Gnu Public License (GPL).
For more information on GPL see http://www.gnu.org.

As per the GPL, source code for this software is available on request from
Comrex on CD-ROM or other electronic format. To obtain this software
please contact our support department at +1 978 784 1776. We retain the
right to charge a small handling fee for distribution of this software.

ACCESS makes use of open-source and/or free software with the following
copyright restrictions:

ncurses
Copyright (c) 1998,1999,2000,2001 Free Software Foundation, Inc.
See further Copyright notice below

dropbear

Copyright (c) 2002-2004 Matt Johnston
Portions copyright (c) 2004 Mihnea Stoenescu
All rights reserved.

See further Copyright notice below

libxml2
Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.
See Further Copyright notice below

Import code in keyimport.c is modified from PuTTY’s import.c, licensed
as follows:

PuTTY is copyright 1997-2003 Simon Tatham
Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, An-

dreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Bradford,
and CORE SDI S.A.
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Further copyright notice for ncurses, dropbear PuTTY and libxml2

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the “Software”),
to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

Libpcap

tcpdump

Copyright © 1988, 1989, 1991, 1994, 1995, 1996, 1997

The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modifi-
cation, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright no-
tice, this list of conditions and the following disclaimer in the documenta-
tion and/or other materials provided with the distribution.

3. The names of the authors may not be used to endorse or promote prod-
ucts derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IM-
PLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTIC-
ULAR PURPOSE.

All Equipment manufactured by Comrex Corporation is warranted by
Comrex against defects in material and workmanship for one year from the
date of original purchase, as verified by the return of the warranty regis-
tration card. During the warranty period, we will repair or, at our option,
replace at no charge a product that proves to be defective, provided you
obtain a return authorization from Comrex and return the product, ship-
ping prepaid to Comrex Corporation, 19 Pine Rd, Devens MA 01434 USA.
For return authorization, contact Comrex at 800-237-1776 or 978-784-1776
or email repair@comrex.com.
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This warranty does not apply if the product has been damaged by accident
or misuse or as a result of service or modification performed by anyone
other than Comrex Corporation.

The next two paragraphs apply to all software contained in this product:

WITH THE EXCEPTION OF THE WARRANTIES SET FORTH ABOVE, THE
PRODUCT (MEANS COLLECTIVELY THE HARDWARE AND SOFTWARE
COMPONENTS) IS PROVIDED STRICTLY “AS-1S.” COMREX CORPORATION
AND ITS SUPPLIERS MAKE NO WARRANTY, EITHER EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF MER-
CHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR WARRANTY
AGAINST LATENT DEFECTS. COMREX CORPORATION AND ITS SUPPLI-
ERS DO NOT WARRANT THAT THE PRODUCT IS ERROR-FREE, THAT ALL
ERRORS MAY BE DETECTED OR CORRECTED, OR THAT THE USE OF
THE PRODUCT WILL BE UNINTERRUPTED. IN NO EVENT WILL COMREX
CORPORATION AND ITS SUPPLIERS BE LIABLE FOR INDIRECT, INCIDEN-
TAL, SPECIAL OR CONSEQUENTIAL DAMAGE RESULTING FROM THE

USE OF THE PRODUCT INCLUDING LOSS OF PROFITS, LOSS OF SAV-
INGS, LOSS OF USE OR INTERRUPTION OF BUSINESS EVEN IF COMREX
CORPORATION OR ANY OF ITS SUPPLIERS HAS BEEN ADVISED OF THE
POSSIBILITY OF SAME. IN NO EVENT SHALL COMREX CORPORATION
AND/OR ITS SUPPLIERS’ TOTAL LIABILITY TO YOU REGARDLESS OF THE
FORM OF ACTION EXCEED THE AMOUNT YOU PAID AS PART OF THE
PURCHASE PRICE OF THIS PRODUCT. COMREX CORPORATION AND ITS
SUPPLIERS MAKE NO WARRANTY, EITHER EXPRESSED OR IMPLIED, THAT
ANY USE OF THE PRODUCT WILL BE FREE FROM INFRINGEMENT OF
PATENTS, COPYRIGHTS, OR ANY OTHER THIRD PARTY’S INTELLECTUAL
PROPERTY RIGHTS.

THE SOFTWARE OWNED BY COMREX CORPORATION OR BY ITS SUPPLI-
ERS RESIDING IN OR OTHERWISE ASSOCIATED WITH THIS PRODUCT
ARE PROTECTED UNDER COPYRIGHT LAW AND INTERNATIONAL TREA-
TIES. UNAUTHORIZED REVERSE ENGINEERING, REPRODUCTION AND/
OR DISTRIBUTION OF THE PRODUCT OR ANY PORTION THEREOF, IS
STRICTLY PROHIBITED AND MAY RESULT IN CIVIL AND CRIMINAL SANC-
TIONS, AND WILL BE PROSECUTED TO THE FULL EXTENT OF THE LAW.
COMREX CORPORATION AND ITS SUPPLIERS OWNS AND SHALL RETAIN
ALL RIGHT, TITLE AND INTEREST IN AND TO ANY SOFTWARE SUPPLIED
TO YOU IN AND AS PART OF THE PRODUCT AND ALL INTELLECTUAL
PROPERTY RIGHTS RELATED THERETO. THE SALE OF THE PRODUCT
SHALL NOT BE CONSTRUED IN ANY MANNER AS TRANSFERRING ANY
RIGHT OF OWNERSHIP IN ANY SUCH SOFTWARE.
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CONFORMITY AND REGULATORY INFORMATION

Place of Issue: Devens, Massachusetts
Date of Issue: January 23, 2006

Comrex Corporation, located at 19 Pine Road, Devens, MA in the United
States of America hereby certifies that the Comrex ACCESS Rack bearing
identification number US:DXDMDO0O1BACCRK complies with the Federal
Communications Commission’s (“FCC”) Rules and Regulations 47 CFR
Part 68, and the Administrative Council on Terminal Attachments (“ACTA”)-
adopted technical criteria TIA/EIA/IS-968, Telecommunications — Tele-
phone Terminal Equipment — Technical Requirements for Connection of
Terminal Equipment To the Telephone Network, July 2001.

Thomas O. Hartnett, Vice President, Comrex Corporation

Note: This equipment has been tested and found to comply with the limits
for a Class A digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful in-
terference when the equipment is operated in a commercial environment.
This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of
this equipment in a residential area is likely to cause harmful interference
in which case the user will be required to correct the interference at his
own expense.
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EC DECIARATION OF
CONFORMITY FOR
R&GTTE DIRECTIVE

We:
Manufacturer’s Name: Comrex Corporation

Manufacturer’s Address: 19 Pine Road
Devens, MA 01434

hereby declare on our sole responsibility that the product:

Comrex ACCESS Rack
Digital Audio Codec

to which this declaration relates is in conformity with the essential require-
ments and other relevant requirements of the R&TTE Directive (1999/5/EC).
This product is compliant with the following standards and other normative
documents:

European EMC Directive (89/336/EEC)
EN 55022:1998/A1:2000, Class A Conducted and Radiated Emissions
EN55024: 1998/A1:2001/A2:2003 (Immunity, ITE Equipment)

Low Voltage Directive (72/23/EEC)
EN 60950-1: 2001

Information regarding configuration of this equipment for operation on the
telephone networks of the EC countries may be found in the Comrex ACCESS
Rack product manual.

Contact person: Thomas O. Hartnett, VP, Engineering
Signed: %'H/@_ ,,,,,,
Date: 23 January 2006
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This equipment complies with Part 68 of the FCC rules and the require-
ments adopted by the ACTA, as well as the applicable Industry Canada
technical specifications. On the bottom of this equipment is a label that
contains, among other information, a product identifier in the format US:
DXDMDO1BACCRK. If requested, this number must be provided to a U.S.
telephone company.

Telephone line connections to the Comrex ACCESS Rack are made via an
RJ11C jack. A plug and jack used to connect this equipment to the prem-
ises wiring and telephone network must comply with the applicable FCC
Part 68 rules and requirements adopted by the ACTA. A compliant tele-
phone cord and modular plug is provided with this product. It is designed
to be connected to a compatible modular jack that is also compliant. See
installation instructions for details.

The REN is used to determine the number of devices that may be con-
nected to a telephone line. Excessive RENs on a telephone line may result
in the devices not ringing in response to an incoming call. The sum of
RENSs should not exceed five (5.0). To be certain of the number of devices
that may be connected to a line, as determined by the total RENs, contact
the local telephone company. The REN for the Comrex ACCESS Rack is 0.1,
and is shown as the digits represented by ## in the product identifier US:
DXDMD# # #ACCRK.

If the Comrex ACCESS Rack causes harm to the telephone network, the
telephone company will notify you in advance that temporary discontinu-
ance of service may be required. But if advance notice isn’t practical, the
telephone company will notify the customer as soon as possible. Also, you
will be advised of your right to file a complaint with the FCC if you believe
it is necessary.

The telephone company may make changes in its facilities, equipment, op-
erations, or procedures that could affect the operation of this equipment.
If this happens the telephone company will provide advance notice in
order for you to make necessary modifications to maintain uninterrupted
service.

If trouble is experienced with the Comrex ACCESS Rack, please contact
Comrex Corporation at 978-784-1776 for repair or warranty information.
If the equipment is causing harm to the telephone network, the telephone
company may request that you disconnect the equipment until the prob-
lem is solved.
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No user serviceable parts are contained in this product. If damage or mal-
function occurs, contact Comrex Corporation for instructions on its repair
or return.

Connection to party line service is subject to state tariffs. Contact the state
public utility commission, public service commission or corporation com-
mission for information. This equipment cannot be used on telephone
company provided coin service.

If you have specially wired alarm equipment connected to the telephone
line, ensure the installation of the Comrex ACCESS Rack does not disable
your alarm equipment. If you have questions about what will disable alarm
equipment, consult your telephone company or a qualified installer.
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IP COMPATIBILITY

IP compatibility using ACCESS firmware 2.3 and later offers several modes
that allow compatibility with other IP coding devices. These compatible
modes rely on the AAC family of algorithms. All ACCESS with firmware 2.3
are capable of decoding streams sent to them using these devices. In order
to encode streams that are compatible with these devices, the optional
AAC upgrade must be installed on the ACCESS. Contact Comrex for more
details.

The ACCESS is capable of encoding and decoding a choice of three dif-
ferent types of non-ACCESS streams: Standard RTP, Luci Live and Zephyr
Xstream. The choice is exclusive i.e. you must set the ACCESS specifically
for the type of stream you wish to be compatible with, and you will remain
incompatible with the other two types until you change it. This setting has
no effect on normal ACCESS BRIC/POTS/AAC functions, which continue to
operate as before.

1) Luci Live — This PDA/PC-based software allows real-time streaming
over IP links. As of version 1.2, Luci Live includes AAC and HE-AAC in addi-
tion to the default MP2 algorithm. ACCESS can communicate with Luci Live
only in Luci’s AAC modes. Note: The free demo available from Luci does
not incorporate the AAC functions; you must have a licensed and registered
copy to use AAC.
To communicate with a Luci Live device:
a) Initial Setup — This will define all Standard RTP connections to be
Luci Compatible
i) ACCESS Rack — On the System Settings Tab, open the Stan-
dard RTP Settings option and choose RTP Compatibility Mode.
On the pull-down box, choose Luci Live.
ii) ACCESS Portable — Choose Configure then System Settings on
the display. Under Standard RTP Settings select RTP Compatibil-
ity Mode and choose Luci Live.

b) Incoming Connections — Luci Live sends either an AAC or HE-AAC
stream to the ACCESS on UDP port 5004. These streams will be auto-
matically decoded. By default, a return channel of AAC 56kb/s mono is
returned to the Luci Live product. The return channel may be altered to
any Luci-compatible mode in the Systems Setting section. ACCESS that
do not have the AAC upgrade applied will not create a return channel.

¢) Outgoing Connections (ACCESS AAC Option required) — Build

a profile using the Profile Manager on either the ACCESS Rack or
Portable and select a Channel Mode of Standard RTP. Then choose a
Luci-compatible encoder for the outgoing call. The Luci software will
control what type of stream, if any, is returned to the ACCESS.
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2) Zephyr Xstream — Xstream Firmware version 3.2.0 and higher sup-
port an “RTP Push” function that is compatible with ACCESS in some
modes. ACCESS is not currently compatible with the Xstream’s HTTP and
SIP streaming functions. There are several limitations imposed by the
Xstream when using the RTP Push function:

-- On the Xstream, only AAC and MP3 coding are available in this
mode, and ACCESS is only compatible with the AAC mode

-- The Xstream uses downsampling in modes below 96Kb/s, which
is not supported by ACCESS.

-- In order for an Xstream to decode an ACCESS stream, the default
decoder setting must be changed from <Auto> to <AAC> in the
codec menu of the Xstream.

To communicate with a Zephyr Xstream:

a) Initial Setup — This will define all Standard RTP connections to be

Xstream Compatible.
i) ACCESS Rack — On the System Settings Tab, open the Stan-
dard RTP Settings option and choose RTP Compatibility Mode.
On the pull-down box, select Zephyr Xstream.
ii) ACCESS Portable — Choose Configure then System Settings
on the display. Under Standard RTP Settings select RTP Compat-
ibility Mode and choose Zephyr Xstream.

b) Incoming Connections— Zephyr Xstream sends an AAC stream to
the ACCESS on UDP port 9150. These streams will be automatically
decoded. By default, a return channel of AAC 96kb/s mono is returned
to the Xstream. The return channel may be altered to any Xstream-com-
patible mode in the Systems Setting section. ACCESS that do not have
the AAC upgrade applied will not create a return channel.

¢) Outgoing Connections (ACCESS AAC Option required) — Build

a profile using the Profile Manager on either the ACCESS Rack or
Portable and select a Channel Mode of Standard RTP. Then choose an
Xstream-compatible encoder for the outgoing call. The Xstream will
control what type of stream, if any, is returned to the ACCESS.

3) Standard RTP — This mode is set to receive a basic, unformatted AAC

stream within a standard RTP/UDP structure. At present, this mode does
not offer compatibility with other industry devices.
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INFORMATION FOR |IT MANAGERS

The purpose of this appendix is to describe all open ports and services
available on the Comrex ACCESS. If a service is not mentioned here, it is
disabled by default.

The Comrex ACCESS is a device designed to move real-time, wideband
audio over IP networks. The main network interface is 10/100 10baseT
Ethernet.

The device contains an optimized version of the 2.6 Linux kernel. The IP
parameters are set using a GUI that requires attachment of a keyboard and
VGA monitor to the device.

Alternately, during the first five minutes of power up, the IP parameters
may be set by a PC on the local LAN using a proprietary broadcast UDP pro-
tocol. Comrex provides a Java-based application to perform this function
on the local PC. After five minutes of operation, this function is disabled.

Updates to the system are provided by a custom on-line updater utility.
This update process is password protected and done via XML over TCP
port 8080. In addition to the password protection, the update data itself
must have a valid cryptographic signature from Comrex, or else it is re-
jected. In order for the unit to be factory updated, TCP port 8080 must be
forwarded to the device. Alternately, updates can be initiated from any local
PC using the Comrex supplied java based update utility.

The ACCESS codec delivers an RTP/UDP stream from source port 9000 to
destination port 9000 by default. By default it listens for incoming RTP/
UDP streams on port 9000. To use the default mode, only UDP 9000 needs
to be forwarded to the device.

Alternately, the device can be configured to deliver a similar TCP-based
stream on TCP port 9000. By default, the device listens for incoming TCP
streams on TCP 9000. This function may be disabled. The source port of
TCP streams is ephemeral, and, if an incoming stream is detected, one will
be returned to the ephemeral port.

The device also supports transmitting and receiving UDP multicast streams,
using UDP port 9002 unless another port is specified by the user. This is
not enabled by default, and a configuration must be explicitly created and
connected on both ends for this function. Multicast streams are inherently
unidirectional, and the configured port must be forwarded to the device
on the receiving end. The multicast TTL value defaults to 1 (for in-network
multicasting), but may be changed to any valid TTL by the user.
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Outgoing ports and incoming ports may be altered via the user interface.

For compatibility with other industry devices, the ACCESS also listens for
incoming streams (and can place outgoing streams) on UDP 5004 and
9150. These ports may be changed via the user interface, and this function
may be disabled.

By default, the device serves as an SSH host on TCP port 22. Only SSH
clients with an authorized DSA key can access SSH services on the device.
Other forms of authentication are disabled. This key is kept confidentially
by Comrex for factory diagnostics only. SSH services may be disabled com-
pletely via the user interface.

Under normal operation, the device is controlled by a networked com-
puter via a web page served from the device on the standard HTTP port 80
(TCP). This page requires Adobe Flash player on the browser; and the flash
plugin establishes a TCP connection back to the device on the XML port
8080. Both of these ports are required for the remote UI to function, and
the port assignments are not configurable. These services may be disabled
by the user interface, but this will disable both the remote GUI and the on-
line updater.

The device will respond to standard ICMP requests.
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